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SOFTWARE QUALITY ASSURANCE
Unit - I
1. Fundamental for Assurance encompasses
• A quality management approach
• Effective software engineering technology (methods and tools)
• Formal technical reviews that are applied thought the software process,
• A multi tiered testing strategy,
• Control of software documentation and the changes made to it,
• A procedure to ensure compliance with software development standards
• Measurement and reporting mechanisms.
Quality concepts:
What is quality
•
•
•
•

The American Heritage Dictionary defines quality as “ Characteristic or attribute of something
As an attribute of an item, quality refers to measurable characteristic things we are able to
compare to known standards such as length, color, electrical properties, and malleability.
However, software, largely an intellectual entity, is more challenging to characterize than
physical objects.
The following terms and their definitions are provided to establish a basis for the definition of “
quality” and to provide the foundation for the quality program:
Object(entity)
Process
Requirements
User
Evaluation
Measure and Measurement
Quality

1.1 Object (entity):
The types objects (entities) to which quality can be applied include
Product
Process
Service
Resource
Activity
Measure or Metric
Environment
Collection of entities or objects.
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1.2 Product:
We define a product as any tangible output or service that is a result of a process, A product
itself may include hardware, software, documentation or a combination of these also a service is
included in the definition.
1.3 Process:
The quality of the delivered product or service. The quality of a product or service is
dependent on the quality of the process used to create it consequently we need to establish a
definition of process, which will en able us to develop a definition of quality. A process as a set
of activities performed for a given purpose, for example, a software acquisitions process.
1.4 Requirement:
In defining the elements of a quality program, a definition of requirements is needed. There are
various definitions of a requirement. A general definition of requirements is define a requirement
as a needed capability, condition, or property [attribute] that must be possessed by an entity to
satisfy a contract, standard, specification, or other formally imposed documents simply put a
requirement is a way of characterizing a user’s need in a way that allows a development team to
implement that need in the product in a concrete way.
Thus, as defined in IEEE-STD-610, IEEE Standard Glossary of Software Engineering
Terminology, a product requirement is a condition or capability that must be met or possessed by
a product or product component in order to satisfy a condition or capability needed by the user to
solve a problem.
1.5 User:
For our purposes, we define user as either the customer or the end user. Typically, three
kinds of situations may be encountered in a development or maintenance effort. In the first
situation, the customer (either internal or external) and the end user are one and the same (Figure
1.1).

In the second situation, the end user is represented by a buyer, and all contact with the client
organization is through the buyer (Figure 1.2).
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In this case, the buyer represents the user. The face presented by the buyer, therefore, is that
of both buyer and user. The third situation is where both the buyer and the user community are
accessible to the development or maintenance organization (Figure 1.3).

1.6 Evaluation:
To place evaluation in the context of quality and a Quality Program, evaluation is defined as
the process of determining satisfaction of requirements. According to both definitions,
evaluations may include methods such as analyses, inspections, reviews, and tests. In this
context, evaluation can be applied to acquisition, services, documentation, process, or any
product or work product resulting from a process.
1.7 Measure and Measurement:
The ability to measure the quality of processes and products, and be able to assign actual
quantitative values to the item’s quality in QMF.
The definitions and concepts of measure and measurement are as follows:
Measure (v.) is to ascertain the characteristics or features (extent, dimension, quantity, capacity,
and capability) of something, especially by comparing with a standard;
Measurement (n.) is a dimension, capacity, quantity, or amount of something (e.g., 300 source
lines of code or seven document pages of design)
1.8 Quality:
Quality is the degree to which an object (entity) (e.g., process, product, or service) satisfies a
specified set of attributes or requirements.
Thus, the definition of quality includes two aspects:
• The concept of attributes;
• The satisfaction or degree of attainment of the attributes.
1.8.1 Attributes:
An attribute is “a property or characteristic of an entity that can be distinguished
quantitatively or qualitatively by human or automated means,” from ISO 15939, Software
Engineering—Software Measurement Process. The word “attributes” includes all specified
requirements governing functional, performance, and other specified characteristics such as
adaptability, maintainability, and correctness. The attributes (i.e., requirements and other
specified characteristics) are considered the determinants of product or process quality.
1.8.2 Specifying Product Quality Using Attributes:
The word “specified” implies that definitions of the needed quality attributes are
documented. Without clear articulation of the quality attributes, it is impossible to develop a
product or determine whether the finished product has the needed quality.
3

M.Sc Computer Science Prof.K.Sundaravadivel S Q A and Testing
Quality of design:
Quality of design refers to the characteristics that designers specify for an item. The grade
of materials, tolerances, and performance specifications all contribute to the quality of design. As highergrade materials are used, tighter tolerances and greater levels of performance are specified, the design
quality of a product increases, if the product is manufactured according to specifications.
Quality of conformance:
Quality of conformance is the degree to which the design specifications are followed during
manufacturing. Again, the greater the degree of conformance, the higher is the level of quality of
conformance. In software development, quality of design encompasses requirements, specifications, and the
design of the system.
Quality control:
Quality control involves the series of inspections, reviews, and tests used throughout the software
process to ensure each work product meets the requirements placed upon it. Quality control includes a
feedback loop to the process that created the work product. The combination of measurement and feedback
allows us to tune the process when the work products created fail to meet their specifications.
Quality control activities may be fully automated, entirely manual, or a combination of automated tools
and human interaction. A key concept of quality control is that all work products have defined, measurable
specifications to which we may compare the output of each process. The feedback loop is essential to
minimize the defects produced.
Quality Assurance:
Quality assurance consists of the auditing and reporting functions of management. The goal of quality
assurance is to provide management with the data necessary to be informed about product quality, thereby
gaining insight and confidence that product quality is meeting its goals. Of course, if the data provided
through quality assurance identify problems, it is management’s responsibility to address the problems and
apply the necessary resources to resolve quality issues.
Cost of Quality:
The cost of quality includes all costs incurred in the pursuit of quality or in performing quality-related
activities. Cost of quality studies are conducted to provide a base- line for the current cost of quality, identify
opportunities for reducing the cost of quality, and provide a normalized basis of comparison.
Quality costs may be divided into costs associated with prevention, appraisal, and failure.
Prevention costs include
• Quality planning
• Formal technical reviews
• Test equipment
• Training
Appraisal costs include activities to gain insight into product condition the “first time through” each process.
Examples of appraisal costs include
• In-process and inter process inspection
• Equipment calibration and maintenance
• Testing
Failure costs are those that would disappear if no defects appeared before shipping a product to customers.
Failure costs may be subdivided into internal failure costs and external failure costs. Internal failure costs
are incurred when we detect a defect in our product prior to shipment. Internal failure costs include
• Rework
• Repair
• Failure mode analysis
4
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External failure costs are associated with defects found after the product has been shipped to the customer.
Examples of external failure costs are
• Complaint resolution
• Product return and replacement
• Help line support
• Warranty work
THE QUALITY MOVEMENT:
software quality is defined as Conformance to explicitly stated functional and performance requirements,
explicitly documented development standards, and implicit characteristics that are
expected of all professionally developed software.
The definition serves to emphasize three important points:
1. Software requirements are the foundation from which quality is measured. Lack of
Conformance to requirements is lack of quality.
2. Specified standards define a set of development criteria that guide the manner in which
Software is engineered. If the criteria are not followed, lack of quality will almost surely
Result.
3. A set of implicit requirements often goes unmentioned (e.g., the desire for ease of use
And good maintainability). If software conforms to its explicit requirements but fails to
Meet implicit requirements, software quality is suspect.
Software quality assurance is a “planned and systematic pattern of actions” that are required to ensure high
quality in software.
Background Issues:
The definition
of Quality assurance is an essential activity for any business that produces products to be used by others.
Software quality assurance is a "planned and systematic pattern of actions" that are required to ensure high
quality in software.
The SQA group serves as the customer's in-house representative. That is, the people who perform SQA
must look at the software from the customer's point of view.
1.Does the software adequately meet the quality factors?
2. Software development been conducted according to pre-established standards?
3. Have technical disciplines properly performed their roles as part of the SQA activity?
The SQA group attempts to answer these and other questions to ensure that software quality is maintained.
SQA ACTIVITIES:
Software quality assurance is composed of a variety of tasks associated with two different
Constituencies
• The software engineers who do technical work
• An SQA group that has responsibility for quality assurance planning, oversight, record
keeping, analysis, and reporting.
Software engineers address quality (and perform quality assurance and quality control activities) by
applying solid technical methods and measures, conducting formal technical reviews, and performing wellplanned software testing.
Prepares an SQA plan for a project.
The plan is developed during project planning and is reviewed by all interested parties. Quality assurance
activities performed by the software engineering team and the SQA group are governed by the plan. The
plan identifies
• Evaluations to be performed
• Audits and reviews to be performed
• Standards that is applicable to the project
• Procedures for error reporting and tracking
• Documents to be produced by the SQA group
• Amount of feedback provided to the software project team
5
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The software team selects a process for the work to be performed. The SQA group reviews the process
description for compliance with organizational policy, internal software standards, externally imposed
standards (e.g., ISO-9001), and other parts of the software project plan.
Reviews software engineering activities to verify compliance with the defined software process. The
SQA group identifies, documents, and tracks deviations from the process and verifies that corrections have
been made.
Audits designated software work products to verify compliance with those defined as part of the
software process. The SQA group reviews selected work products; identifies, documents, and tracks
deviations; verifies that corrections have been made; and periodically reports the results of its work to the
project manager.
Ensures that deviations in software work and work products are documented and handled according
to a documented procedure. Deviations may be encountered in the project plan, process description,
applicable standards, or technical work products.
Records any noncompliance and reports to senior management. Noncompliance items are tracked until
they are resolved. In addition to these activities, the SQA group coordinates the control and management of
change and helps to collect and analyze software metrics.
SOFTWARE REVIEWS:
Software reviews are a "filter" for the software engineering process. That is, reviews are applied at
various points during software development and serve to uncover errors and effects that can then be
removed. Software reviews "purify" the software engineering activities that we have called analysis, design,
and coding.
A review—any review—is a way of using the diversity of a group of people to:
1. Point out needed improvements in the product of a single person or team;
2. Confirm those parts of a product in which improvement is either not desired or not
Needed;
3. Achieve technical work of more uniform, or at least more predictable, quality than can
be achieved without reviews, in order to make technical work more manageable.
Cost Impact of Software Defects:
The IEEE Standard Dictionary of Electrical and Electronics Terms (IEEE Standard 100- 1992) defines a
defect as “a product anomaly.”
(a) A defect in a hardware device or component; for example, a short circuit or broken wire.
(b) An incorrect step, process, or data definition in a computer program.
The primary objective of formal technical reviews is to find errors during the process so that they do not
become defects after release of the software. The obvious benefit of formal technical reviews is the early
discovery of errors so that they do not propagate to the next step in the software process.
The primary objective of an FTR is to find errors before they are passed on to another software
engineering activity or released to the customer.
Defect Amplification and Removal:
A defect amplification model can be used to illustrate the generation and detection of errors during the
preliminary design, detail design, and coding steps of the software engineering process.
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Figure - Defect amplification model:
The model is illustrated schematically in the above figure. A box represents a software development step.
During the step, errors may be inadvertently generated. Review may fail to uncover newly generated errors
and errors from previous steps, resulting in some number of errors that are passed through.
In some cases, errors passed through from previous steps are amplified (amplification factor, x) by
current work. The box subdivisions represent each of these characteristics and the percent of efficiency for
detecting errors, a function of the thoroughness of the review. Figure illustrates a hypothetical example of
defect amplification for a software development process in which no reviews are conducted.
Referring to the figure, each test step is assumed to uncover and correct 50 percent of all incoming errors
without introducing any new errors (an optimistic assumption). Ten preliminary design defects are amplified
to 94 errors before testing commences. Twelve latent errors are released to the field. In this case, ten initial
preliminary design errors are amplified to 24 errors
before testing commences. Only three latent errors exist.
FORMAL TECHNICAL REVIEWS
A formal technical review is a software quality assurance activity performed by software
engineers (and others). The objectives of the FTR are
 To uncover errors in function, logic, or implementation for any representation of the software;
 To verify that the software under review meets its requirements;
 To ensure that the software has been represented according to predefined standards;
 To achieve software that is developed in a uniform manner; and
 To make projects more manageable.
The Review Meeting
Regardless of the FTR format that is chosen, every review meeting should abide by the
following constraints:
• Between three and five people (typically) should be involved in the review.
• Advance preparation should occur but should require no more than two hours of work for each
person.
• The duration of the review meeting should be less than two hours.
The review meeting is attended by the review leader, all reviewers, and the producer. One of the
reviewers takes on the role of the recorder; that is, the individual who records (in writing) all important
issues raised during the review. The FTR begins with an introduction of the agenda and a brief introduction
by the producer. The producer then proceeds to "walk through" the work product, explaining the material,
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while reviewers raise issues based on their advance preparation. When valid problems or errors are
discovered, the recorder notes each.
When we conduct FTRs, what are our objectives?
At the end of the review, all attendees of the FTR must decide whether to
 Accept the product without further modification,
 Reject the product due to severe errors(once corrected, another review must be performed), or
 Accept the product provisionally(minor errors have been encountered and must be corrected,
but no additional review will be required).
The decision made, all FTR attendees complete a sign-off, indicating their participation in the review and
their concurrence with the review team's findings.
Review Reporting and Record Keeping
During the FTR, a reviewer (the recorder) actively records all issues that have been raised. These are
summarized at the end of the review meeting and a review issues list is produced. In addition, a formal
technical review summary report is completed.
A review summary report answers three questions:
1. What was reviewed?
2. Who reviewed it?
3. What were the findings and conclusions?
Review Guidelines
Guidelines for the conduct of formal technical reviews must be established in advance,
distributed to all reviewers, agreed upon, and then followed. A review that is uncontrolled
can often be worse that no review at all. The following represents a minimum set of
guidelines for formal technical reviews:
1. Review the product, not the producer. An FTR involves people and egos.
2. Set an agenda and maintain it
3. Limit debate and rebuttal.
4. Enunciate problem areas, but don't attempt to solve every problem noted.
5. Take written notes.
6. Limit the number of participants and insist upon advance preparation.
7. Develop a checklist for each product that is likely to be reviewed.
8. Allocate resources and schedule time for FTRs.
9. Conduct meaningful training for all reviewers.
10. Review your early reviews.
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1.1 Introduction to Software Quality Assurance
Overview
This chapter provides an introduction to software quality assurance. Software quality
assurance (SQA) is the concern of every software engineer to reduce costs and
improve product time-to-market. A Software Quality Assurance Plan is not merely
another name for a test plan, though test plans are included in an SQA plan. SQA
activities are performed on every software project. Use of metrics is an important part of
developing a strategy to improve the quality of both software processes and work
products.
Software Quality Assurance
Umbrella activity applied throughout the software process
Planned and systematic pattern of actions required to ensure high quality in software
Responsibility of many stakeholders (software engineers, project managers,
customers, salespeople, SQA group)
SQA Questions
Does the software adequately meet its quality factors?
Has software development been conducted according to pre-established standards?
Have technical disciplines performed their SQA roles properly?
Quality Assurance Elements
Standards – ensure that standards are adopted and follwed
Reviews and audits – audits are reviews performed by SQA personnel to ensure hat
quality guidelines are followed for all software engineering work
Testing – ensure that testing id properly planned and conducted
Error/defect collection and analysis – collects and analyses error and defect data to
better understand how errors are introduced and can be eliminated
Changes management – ensures that adequate change management practices
have been instituted
Education – takes lead in software process improvement and educational program
Vendor management – suggests specific quality practices vendor should follow and
incorporates quality mandates in vendor contracts
Security management – ensures use of appropriate process and technology to
achieve desired security level
Safety – responsible for assessing impact of software failure and initiating steps to
reduce risk
Risk management – ensures risk management activities are properly conducted and
that contingency plans have been established
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SQA Tasks
Prepare SQA plan for the project.
Participate in the development of the project's software process description.
Review software engineering activities to verify compliance with the defined software
process.
Audit designated software work products to verify compliance with those defined as
part of the software process.
Ensure that any deviations in software or work products are documented and
handled according to a documented procedure.
Record any evidence of noncompliance and reports them to management.
SQA Goals
Requirements quality
o Ambiguity
o Completeness
o Volatility
o Traceability
o Model clarity
Design quality
o Architectural integrity
o Component completeness
o Interface complexity
o Patterns
Code quality
o Complexity
o Maintainability
o Understandability
o Reusability
o Documentation
Quality control effectiveness
o Resource allocation
o Completion rate
o Review effectiveness
o Testing effectiveness
Formal SQA
Assumes that a rigorous syntax and semantics can be defined for every
programming language
Allows the use of a rigorous approach to the specification of software requirements
Applies mathematical proof of correctness techniques to demonstrate that a program
conforms to its specification
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Statistical Quality Assurance
1. Information about software defects is collected and categorized
2. Each defect is traced back to its cause
3. Using the Pareto principle (80% of the defects can be traced to 20% of the causes)
isolate the "vital few" defect causes
4. Move to correct the problems that caused the defects in the “vital few”
Six Sigma Software Engineering
Define customer requirements, deliverables, and project goals via well-defined
methods of customer communication.
Measure each existing process and its output to determine current quality
performance (e.g. compute defect metrics)
Analyze defect metrics and determine viral few causes.
For an existing process that needs improvement
o Improve process by eliminating the root causes for defects
o Control future work to ensure that future work does not reintroduce causes of
defects
If new processes are being developed
o Design each new process to avoid root causes of defects and to meet
customer requirements
o Verify that the process model will avoid defects and meet customer
requirements
Software Reliability
Defined as the probability of failure free operation of a computer program in a
specified environment for a specified time period
Can be measured directly and estimated using historical and developmental data
(unlike many other software quality factors)
Software reliability problems can usually be traced back to errors in design or
implementation.
Measures of Reliability
Mean time between failure (MTBF) = MTTF + MTTR
MTTF = mean time to failure
MTTR = mean time to repair
Availability = [MTTF / (MTTF + MTTR)] x 100%
Software Safety
Defined as a software quality assurance activity that focuses on identifying potential
hazards that may cause a software system to fail.
Early identification of software hazards allows developers to specify design features
to can eliminate or at least control the impact of potential hazards.
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Software reliability involves determining the likelihood that a failure will occur, while
software safety examines the ways in which failures may result in conditions that can
lead to a mishap.
ISO 9000 Quality Standards
Quality assurance systems are defined as the organizational structure,
responsibilities, procedures, processes, and resources for implementing quality
management.
ISO 9000 describes the quality elements that must be present for a quality
assurance system to be compliant with the standard, but it does not describe how an
organization should implement these elements.
ISO 9001:2000 is the quality standard that contains 20 requirements that must be
present in an effective software quality assurance system.
SQA Plan
Management section - describes the place of SQA in the structure of the
organization
Documentation section - describes each work product produced as part of the
software process
Standards, practices, and conventions section - lists all applicable
standards/practices applied during the software process and any metrics to be
collected as part of the software engineering work
Reviews and audits section - provides an overview of the approach used in the
reviews and audits to be conducted during the project
Test section - references the test plan and procedure document and defines test
record keeping requirements
Problem reporting and corrective action section - defines procedures for reporting,
tracking, and resolving errors or defects, identifies organizational responsibilities for
these activities
Other - tools, SQA methods, change control, record keeping, training, and risk
management
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Lesson Plan for Role of SQA
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Lesson. No
2/9
1. Topics to be Covered: Role of SQA
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the role of Software quality assurance in software
industry.
4. Outcome (s):
At the end of the lesson the students will be able to :
Discuss the need for SQA.
Describe the goals of SQA.
Discuss about the roles and responsibilities of SQA.
5. Link Sheet: What is quality?
What is quality control?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
CMMi
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1.2 ROLE OF SQA
QUALITY MANAGEMENT
• A Key Management‟s Axiom says that
– What is not tracked is not done
• In s/w, there are so many things that need to be done that the manager can‟t possibly
track them all.
• Manager & effective management is needed for tracking. This is the role of SQA.
• Before establishing an SQA organization, it is essential to first decide how important
software quality is to the organization.
Benefits of SQA
• MAIN BENEFIT
– Assurance to management that the officially established process is being
implemented
– Compliance with the plan developed initially.
• An Appropriate development methodology is in place.
• The projects use Standards & procedures in their work.
• Independent reviews & audits are conducted
• Documentation during development (not after).
• Documentation to support maintenance & enhancement
• Mechanisms are in place & used to control change
• Testing emphasizes all the high-risk product areas
• Deviations from standards and procedures are exposed as soon as possible
• The project is auditable by external professionals.
• The quality control work is itself performed against established standards.
• SQA plan & S/w development plan are compatible.
Need for SQA
• In Small organizations – manager is enough to monitor the work.
• With increase in number of employees, the manager with his tight schedule he should
– Find some way to handle for monitoring
– Hire someone to do audit work
– Motivate people to monitor each other(buddy systems)
• Need for SQA arises
Goals of SQA
• Monitor – To improve s/w quality by appropriately monitoring both the s/w and
development process that produces it.
• Ensure compliance – To ensure full compliance with the established standards and
procedures for the s/w and the s/w process.
• Report to management about inadequacies – To ensure that any inadequacies in the
product, the process, or the standards are brought to management‟s attention so these
inadequacies can be fixed.
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THE ROLE OF SQA
• The people responsible for the s/w projects are the only ones who can be responsible for
quality.
• Role of SQA
• To monitor the ways these people perform their responsibilities.
• To alert management to deviations from established stds & practices
• Management then insist to fix the quality problems
SQA Responsibilities
• Review all development & quality plans for completeness.
• Participate as inspection moderators in design & code inspections
• Review all test plans for adherence to standards.
• Review a significant sample of all test results to determine adherence to plans.
• Periodically audit SCM performance to determine adherence to standards
• Participate in all project quarterly & phase reviews
• Register non concurrence if appropriate standards have not been reasonably met
Example items for SQA review
–
–
–
–
–
–

Requirements traceability matrix
Implementation traceability matrix
Samples of development records
Proper baseline control by SCM
Review all the plans
Change control Board procedures

SQA functions
• Quality assurance practices – adequate development tools, techniques, methods and
standards are defined and available for use as standards for Quality assurance review.
• S/w project planning evaluation – If adequate quality practices are not planned at the
outset, they will not be implemented.
• Requirements evaluation – since high quality products are rarely developed from lowquality requirements, the initial requirements must be reviewed for conformance to
quality standards.
• Evaluation of design processes – Means are required to ensure that the design follows the
planned methodologies.
• Evaluation of coding practices – Appropriate coding practices must be established &
used.
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•
•

Evaluating the s/w integration & test process – to find problems and quality is reviewed.
In-process evaluation of the management & project control process – SQA ensures that
the organization is focused on producing a quality result.
• Tailoring of quality assurance procedures – The SQA plan should be tailored to the
unique needs of each project.
SQA Reporting
•
•
•

Simple rule for SQA reporting – not be under the s/w development manager
With low level reporting, working relationships with development are generally better
Guidelines
o SQA should not report to the project manager
o SQA should report somewhere within the local laboratory or plant organization
o There should typically be no more than one mangement position between SQA and the
senoir location manager
o SQA should always have a dotted-line relationship to a senior corporate quality
executive.
o Whenever possible, SQA should report to someone who has a vested interest in s/w
quality

Example
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Lesson Plan for SQA Plan
Time:
50 Minutes
Lesson. No
3/9
1. Topics to be Covered: SQA Plan
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the Software quality assurance plan.
4. Outcome (s):
At the end of the lesson the students will be able to :
Discuss about the contents of SQA plan.
Explain the tasks to be performed by SQA team
Define the responsibilities of quality manger & quality personnel
5. Link Sheet: What is the role of SQA?
Mention the benefits of SQA
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
QIC – Quality improvement Cell
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Software Quality Assurance
Session 3 – SQA Plan

SQA Plan- IEEE standard
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.

CS2055 SQA

Purpose
Reference documents
Management
Documentation
Standards, Procedures & conventions
Reviews & Audits
Configuration management
Problem reporting & Corrective actions
Tools, techniques & methodologies
Code control
Media control
Supplier control
Records collection, Maintenance & Retention
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1. Purpose
• Specific purpose & Scope of SQA plan
• Names the s/w products that it covers
• Describes the use of s/w products

2. Referenced Documents
• Complete list of documents referenced for this
plan

CS2055 SQA
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3. Management
• Three aspects
1. Organization
–

Roles of team members & hierarchy

2. Tasks
–
–
–
–
–

Preparing preliminary SRS
Preparation of SC plan, SQA plan and SD plan
Software requirements review
Software design review
Preparing a test plan

3. Responsibilities
–
–

Quality manager responsibilities
Quality personnel responsibilities

4.Documentation
•
•
•
•
•
•
•
•

CS2055 SQA

SRS – s/w Requirements Specification
SDD – S/w Deign Description
SVP – S/w Verification Plan
SVR – S/w Verification Report
Reference to S/w standards
User guides, operators & programmer’s manual
Configuration Management Plan
Software quality objectives
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5.Standards,Practices & Conventions
•
•
•
•

Documentation standards
Logic structure standards
Coding standards
Commentary standards

6.Reviews & Audits
•
•
•
•
•
•
•
•

CS2055 SQA

SRS review
Preliminary design review
Critical design review
S/w verification review
Functional audit
Physical audit
In-process audits
Management reviews
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7.Configuration Management
• Configuration identification
• Configuration control
• Configuration
status accounting
• Configuration
auditing

8.Problem reporting & corrective
actions
• Describe the system
• Ensures that s/w problems documented &
resolved
• Closed-loop system
• For each problem, corrective action and target
completion date should be identified
• Corrective actions will be authorized and
activities undertaken will be documented
• Management should monitor the status of all
unresolved problems

CS2055 SQA
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9.Tools, Techniques & Methodologies
• Software tools
• State their purposes & uses

10. Code control
• Implemented in conjunction with the library
function
• Most recently authorized version
• Correct version is submitted for testing
• Large project require full time library function
to take care of distribution of configuration
items

CS2055 SQA
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11.Media control & Back up
• Media to be protected from unauthorized access
or damage
• Disaster recovery plan
• Security threats
–
–
–
–
–
–
–
–

Fire damage
Water damage
Energy variations
Structural damage
Pollution
Unauthorized intrusion
Viruses & worms
Misuse of s/w, data & services

12. Supplier control
• Supplier Agreement management

CS2055 SQA
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for SQA Considerations
Time:
50 Minutes
Lesson. No
4/9
1. Topics to be Covered: SQA Considerations
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the considerations for Software quality assurance
4. Outcome (s):
At the end of the lesson the students will be able to :
Discuss the pitfalls faced by SQA team
Explain the considerations that must be given importance by the SQA society
5. Link Sheet: What is essential for software quality?
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Software development standards
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1.4 SQA CONSIDERATIONS
1. SQA organizations are rarely staffed with sufficiently experienced or knowledgeable
people
o because such people usually prefer development/design work, and management
often wants them in the latter, too;
2. The SQA management team often is not capable of negotiating with development.
o This depends on the caliber of the SQA team;
3. Senior management often backs development over SQA on a very large percentage of
issues.
o Development then ignores he SQA issues, and SQA degenerates into a series of
low-level, useless debates.
4. Many SQA organizations operate without suitably documented and approved
development standards and procedures;
o without such standards, they do not have a sound basis for judging developmental
work, and every issue becomes a matter of opinion.
o Development also wins such generalized debates when schedules are tight.
5. Software development groups rarely produce verifiable quality plans.
o SQA is then trapped into arguments over specific defects rather than overall
quality indicators.
6. SQA may win the battle but lose the war.
Development and Quality Plans
• Development plan and quality plan objectives
• The elements of the development plan
• Elements of the quality plan
• Development and quality plans for small and for internal projects
• Software development risks and software risk management
•

•

•
•
•
•
•
•
•
•

Project managers prepare
– development and
– quality plans.
Onerous task,
– Senior level management on one end and
– Developers on the other
Two dance to different drummers.
These plans are vitally important to meet contractual commitments
Thus, we need to look at:
Objectives of development and quality plans
Elements of development plans
Elements of quality plans
Major software risks
Process of software risk management
Importance of development and quality plans for small projects

CS2055 SQA
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•

Importance of development and quality plans for internal projects.

Development Plan and Quality Plan Objectives
Planning is meant to prepare adequate foundations for successful and timely completion of the
project. The planning process includes:
1.
Scheduling development activities and estimating the
required manpower resources and budget
2.
Recruiting team members and allocating development resources
3.
Resolving development risks
4.
Implementing required SQA activities
5.
Providing management with data needed for project control
Elements of the Development Plan
Each of the following 10 components of a development plan are appropriate to different parts of
a project.
1. Project Products, specifying “deliverables”
Critically important.
Must decide on deliverables!
dates and items
installation site – local or physical install
training – customer service
dates, participants, and sites
(much is done on line now…)
2. Project Interfaces
• How does the new software interface with existing software?
– (major consideration in large corporation)
• How does the software affect other parts of a larger system or similar systems??
• Often requires „escalation.‟
– Any hardware considerations for interfacing? Special hardware?
3. Project methodology and development tools for various phases during development,
maintenance.
• Heuristic: never use untested tool / methodology on a new project with high visibility!!
• Methodology must be decided upon.
– Usually organizations have „established‟ ways of proceeding…
–
4.Software Development Standards and Procedures
Must be conventions!! Standards and Integration!!
5.Laying out the Development Process
Define the project‟s phases
Planning: inputs/outputs/activities/activity duration/sequence and
dependencies/resources needed for each activity/ design reviews/ testing/ training for
customer support/ more…
CS2055 SQA
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GANTTT Charts / CPM , PERT all include sequence
duration.
Microsoft Project and Rational Conductor

dependencies and

6. Project Milestones
completion dates, products clearly define.
Must synchronize with Overall Plan.
More detailed than Overall Plan
More detailed than iteration plans
7. Development Facilities

Hardware, software, tools, development environments, training on these, space
Very important.
Many very nice facilities nowadays – break rooms, ping pong; nice coffee / beverage
facilities; day care.
8. Control Methods

How to control the monitoring process / reporting process with respect to plans, test
reports, reviews, how goes it, and more

CS2055 SQA
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for SQA People
Time:
50 Minutes
Lesson. No
5/9
1. Topics to be Covered: SQA People
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to know the people and society of for Software quality assurance
4. Outcome (s):
At the end of the lesson the students will be able to :
Discuss about the people involved in SQA.
Define the responsibilities of quality personnel
5. Link Sheet: Responsible persons for SQA
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
SQA Team and Soceity
CS2055 SQA

K.Palraj,AP/CSE
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1.5 SQA People

QA does not only involve the SQA managers and team members. There are also people who are
not part of the team that also has an important role in SQA:
Top Management – In every step of the way, the upper management is always involved
in any movements of the software development team.
That does not leave out the SQA team as well. They provide support, general and
managerial functions to ensure that the SQA team will focus on their functions.
SCM or Software Configuration Manager – In a well structured software development
environment, the SQA managers do not talk or communicate directly to the developers.
The relay their findings instead to the software configuration manager. As the name
suggests, they work on the possible changes that were done in an application.
SCMs do not only concern themselves with the available updates but right from the start,
SCM are aware of the minor changes or errors that were found in the application.
Developers – Surprisingly, the developers takes on a non-direct role in SQA. However,
that does not mean the developers do not have to work with SQA.
Software control is not only about testing but ensuring that the process of software
development is according the industry standard.
To put it clearly, SQA is not part of the development team since they are the overseeing
group that ensures every step in software development is according to plan and nothing is left out
SQA Group
Who involves quality assurance activities?
Software engineers
Project managers
Customers
Sale people
SQA group
Engineers involved the quality assurance work:
- apply technical methods and measures
- conduct formal technical review
- perform well-planned software testing
The SQA group‟s role
serves as the customer‟s in-house representative
assist the software engineering team in achieving high-quality

CS2055 SQA
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The SQA group‟s responsibility:
quality assurance planning oversight, record keeping, analysis and reporting
The SQA group‟s tasks:
- Prepare a SQA plan for a project
- Participate in the development of the project‟s software process description
- Review engineering activities to verify compliance with the defined process
- Audits designated software work products to verify compliance the defined process
- Ensure the deviations in software work and products according to a documented
procedure
- Records any noncompliance and reports to senior management
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Quality Management – Quality & Standards
Time:
50 Minutes
Lesson. No
6/9
1. Topics to be Covered: Quality Management – Quality & Standards
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the quality management to improve quality of
software products by following proper standards and procedures
4. Outcome (s):
At the end of the lesson the students will be able to :
Define quality management.
Discuss about software quality.
Describe about software standards
5. Link Sheet: What is quality management?
What are the responsibilities of quality manager?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Quality Management System
CS2055 SQA
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1.6 Quality Management – Quality & Standards
Software quality management
 Concerned with ensuring that the required level of quality is achieved in a software
product.
 Three principal concerns:
 At the organizational level, quality management is concerned with establishing a
framework of organizational processes and standards that will lead to high-quality
software.
 At the project level, quality management involves the application of specific
quality processes and checking that these planned processes have been followed.
 At the project level, quality management is also concerned with establishing a
quality plan for a project. The quality plan should set out the quality goals for the
project and define what processes and standards are to be used.
Quality management activities
 Quality management provides an independent check on the software development
process.
 The quality management process checks the project deliverables to ensure that they are
consistent with organizational standards and goals
 The quality team should be independent from the development team so that they can take
an objective view of the software. This allows them to report on software quality without
being influenced by software development issues.
Quality management and software development

Quality planning
 A quality plan sets out the desired product qualities and how these are assessed and
defines the most significant quality attributes.
 The quality plan should define the quality assessment process.
It should set out which organisational standards should be applied and, where necessary, define
new standards to be used

CS2055 SQA
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Quality plans
 Quality plan structure
 Product introduction;
 Product plans;
 Process descriptions;
 Quality goals;
 Risks and risk management.
 Quality plans should be short, succinct documents


If they are too long, no-one will read them

Scope of quality management
 Quality management is particularly important for large, complex systems. The quality
documentation is a record of progress and supports continuity of development as the
development team changes.
 For smaller systems, quality management needs less documentation and should focus on
establishing a quality culture
Software quality
 Quality, simplistically, means that a product should meet its specification.
 This is problematical for software systems
 There is a tension between customer quality requirements (efficiency, reliability,
etc.) and developer quality requirements (maintainability, reusability, etc.);
 Some quality requirements are difficult to specify in an unambiguous way;
 Software specifications are usually incomplete and often inconsistent.
 The focus may be „fitness for purpose‟ rather than specification conformance

Software quality attributes
Safety

Understandability

Portability

Security

Testability

Usability

Reliability

Adaptability

Reusability

Resilience

Modularity

Efficiency

Robustness

Complexity

Learnability

Software standards
 Standards define the required attributes of a product or process. They play an important
role in quality management.
 Standards may be international, national, organizational or project standards.
 Product standards define characteristics that all software components should exhibit e.g. a
common programming style.
 Process standards define how the software process should be enacted.
Importance of standards
 Encapsulation of best practice- avoids repetition of past mistakes.
CS2055 SQA
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 They are a framework for defining what quality means in a particular setting i.e. that
organization‟s view of quality.
 They provide continuity - new staff can understand the organisation by understanding the
standards that are used.
Product and process standards
Product standards

Process standards

Design review form

Design review conduct

Requirements document
structure
Method header format

Submission of new code for
system building
Version release process

Java programming style

Project plan approval process

Project plan format

Change control process

Change request form

Test recording process

Problems with standards
 They may not be seen as relevant and up-to-date by software engineers.
 They often involve too much bureaucratic form filling.
 If they are unsupported by software tools, tedious form filling work is often involved to
maintain the documentation associated with the standards.
Standards development
 Involve practitioners in development. Engineers should understand the rationale
underlying a standard.
 Review standards and their usage regularly. Standards can quickly become outdated and
this reduces their credibility amongst practitioners.
 Detailed standards should have specialized tool support. Excessive clerical work is the
most significant complaint against standards.
 Web-based forms are not good enough.
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Quality Management – Reviews & Metrics
Time:
50 Minutes
Lesson. No
7/9
1. Topics to be Covered: Quality Management – Reviews & Metrics
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the quality management techniques like reviews,
inspections and metrics.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define metrics.
Discuss about software reviews.
5. Link Sheet: What is quality management?
What are the responsibilities of quality manager?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Enterprise quality management.
CS2055 SQA
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1.7 Quality Management – Reviews & Metrics
Reviews and inspections
 A group examines part or all of a process or system and its documentation to find
potential problems.
 Software or documents may be 'signed off' at a review which signifies that progress to
the next development stage has been approved by management.
 There are different types of review with different objectives
 Inspections for defect removal (product);
 Reviews for progress assessment (product and process);
 Quality reviews (product and standards).
Quality reviews
 A group of people carefully examine part or all of a software system and its associated
documentation.
 Code, designs, specifications, test plans, standards, etc. can all be reviewed.
 Software or documents may be 'signed off' at a review which signifies that progress to the
next development stage has been approved by management.
The software review process

Program inspections
 These are peer reviews where engineers examine the source of a system with the aim of
discovering anomalies and defects.
 Inspections do not require execution of a system so may be used before implementation.
 They may be applied to any representation of the system (requirements, design,
configuration data, test data, etc.).
 They have been shown to be an effective technique for discovering program errors.
Agile methods and inspections
 Agile processes rarely use formal inspection or peer review processes.
 Rather, they rely on team members cooperating to check each other‟s code, and informal
guidelines, such as „check before check-in‟, which suggest that programmers should
check their own code.
CS2055 SQA
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 Extreme programming practitioners argue that pair programming is an effective substitute
for inspection as this is, in effect, a continual inspection process.
 Two people look at every line of code and check it before it is accepted.
Software measurement and metrics
 Software measurement is concerned with deriving a numeric value for an attribute of a
software product or process.
 This allows for objective comparisons between techniques and processes.
 Although some companies have introduced measurement programmes, most
organisations still don‟t make systematic use of software measurement.
Software metric
 Any type of measurement which relates to a software system, process or related
documentation
 Lines of code in a program, the Fog index, number of person-days required to
develop a component.
 Allow the software and the software process to
be quantified.
 May be used to predict product attributes or to control the software process.
 Product metrics can be used for general predictions or to identify anomalous components.
Use of measurements
 To assign a value to system quality attributes
 By measuring the characteristics of system components, such as their cyclomatic
complexity, and then aggregating these measurements, you can assess system
quality attributes, such as maintainability.
 To identify the system components whose quality is sub-standard
Measurements can identify individual components with characteristics that deviate from the
norm. For example, you can measure components to discover those with the highest complexity.
These are most likely to contain bugs because the complexity makes them harder to understand
Relationships between internal and external software

CS2055 SQA
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Metrics assumptions
 A software property can be measured.
 The relationship exists between what we can
measure and what we want to know. We can only measure internal attributes but are
often more interested in external software attributes.
 This relationship has been formalised and
validated.
 It may be difficult to relate what can be measured to desirable external quality attributes.
Problems with measurement in industry
 It is impossible to quantify the return on investment of introducing an organizational
metrics program.
 There are no standards for software metrics or standardized processes for measurement
and analysis.
 In many companies, software processes are not standardized and are poorly defined and
controlled.
 Most work on software measurement has focused on code-based metrics and plan-driven
development processes. However, more and more software is now developed by
configuring ERP systems or COTS.
 Introducing measurement adds additional overhead to processes.
Product metrics
 A quality metric should be a predictor of product quality.
 Classes of product metric
 Dynamic metrics which are collected by measurements made of a program in
execution;
 Static metrics which are collected by measurements made of the system
representations;
 Dynamic metrics help assess efficiency and reliability
 Static metrics help assess complexity, understandability and maintainability.
Dynamic and static metrics
 Dynamic metrics are closely related to software quality attributes
 It is relatively easy to measure the response time of a system (performance
attribute) or the number of failures (reliability attribute).
 Static metrics have an indirect relationship with quality attributes


You need to try and derive a relationship between these metrics and properties such as
complexity, understandability and maintainability

Software component analysis
 System component can be analyzed separately using a range of metrics.
 The values of these metrics may then compared for different components and, perhaps,
with historical measurement data collected on previous projects.
 Anomalous measurements, which deviate significantly from the norm, may imply that
there are problems with the quality of these components.

CS2055 SQA

K.Palraj,AP/CSE

Page 34

Get useful study materials from www.rejinpaul.com

www.rejinpaul.com
The process of product measurement
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Configuration Management - Need
Time:
50 Minutes
Lesson. No
8/9
1. Topics to be Covered: Software Configuration Management - Need
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the need for software configuration management
4. Outcome (s):
At the end of the lesson the students will be able to :
Define revisions
Discuss the need for SCM
5. Link Sheet: What is baseline?
What is version?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Dynam Soft SCM Anywhere
CS2055 SQA
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Software Quality Assurance
Session 8 – Software configuration
Management -Need

Software configuration Management
• Changes to requirements drive the design
• Design changes affect the code

CS2055 SQA
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Need for SCM
• Think of these
– If fully tested program doesn’t work
– A difficult bug that was fixed at great expense
suddenly reappears

Without Control
•
•
•
•

Simultaneous update
Shared code
Common code
Versions

Problems

Waste enormous amount of
time
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Control system
• To answer the questions
– What is my current s/w configuration?
– What is its status?
– How do I control changes to my configuration?
– What changes have been made to s/w?
– Do anyone else’s changes affect my software?

S/w Product Nomenclature
Modules
Components

Products
Subsystems

System

Subsystems
Products
Components
Modules

CS2055 SQA
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Terms in nomenclature
•
•
•
•
•

System – package of all software
Subsystem – Large systems into subsystems
Product – all subsystems contain products
Components – next level of product
Module – lowest level – individual functions

Implementation & building
• Implementation – 2 things happen at same
time
– Modules developed, enhanced, tested & repaired
– Modules assembled into components, products,
subsystems and systems

• Building process
– Modules changed to add functions or repair
problems
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cont..
• Tests
– Unit test – module
– Integration test – interfaces & interdependencies
– Function test
• Component test
• Subsystem test
• System test

– Regression test

Configuration Management Overview
Initial
development

Requirements
/Design/Use

Establish/
Update
Baseline
Validate
Baseline

Approve
change

Authorize
change

Implement
change

Validate
change

Baselines

Changes
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Basic CM functions
•
•
•
•
•
•

Configuration control
Change management
Revisions
Versions
Deltas
Conditional code

1. Configuration Control
• Task revolves around one official copy of the code
• To protect every system revision – to keep a
separate official copy of each revision level.
– Lot of storage
– Code divergence
– Coordination

• Solution – keep only one official copy with one
common library
• Approved changes can be permitted – common
library be the official source for all common code
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2. Revisions
• Numbering system to identify separately
– Test
– Module
– Component
– Product
– System

• Development – cycle of revision , integration
& test

3. Derivations
• Ability to determine what has changed
Module
101

Module
101

Control Program
Level 116

Test A

CS2055 SQA

Control Program
Level 117

X
Y

Rerun Test A
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4. Versions
>512
MEML

Large Memory

MEM

MEMS

Standard Memory

5. Deltas
>512

>512
MEML

Large Memory

MEM

MEMS
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Configuration Management Plan
Time:
50 Minutes
Lesson. No
9/9
1. Topics to be Covered: Software Configuration Management Plan
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the considerations for Software quality assurance
4. Outcome (s):
At the end of the lesson the students will be able to :
Define configuration audit.
Discuss about SCMP.
5. Link Sheet: What is baseline?
What is version?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
AccuRev – SCM tool
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Software configuration
Management Plan

Plan
• First step in SCM system
• Includes
– Objectives
– Responsibilities
– Approaches
– Methods to be used

• Contents & checklist
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SCMP contents
1. Overview
–
–

SCM objective
System overview

2. SCM organization
–
–
–
–

SCM responsibilities
Configuration Control Board members
Configuration Control Board charter
Product Assurance relationship

3. SCM methods
–
–
–
–
–
–

Baselines & contents
Identification system
Control system
Auditing
Status accounting
CM support tools

Cont..
4. SCM procedures
– Procedures manual
– Forms & records

5. SCM implementation
–
–
–
–

CS2055 SQA

Personal plan
System support plan
Budget
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SCM Questions

• Requirements phase

– Where s the official reqmts stmt?
– What changes have been made?
– What s the impact of changes in design?

• Design phase
–
–
–
–

Where is the reqmt covered by design?
What is the particular requirement that this design element satisfies?
What is the current approved specification for this interface?
What is the design impact of this reqmts change?

• Implementation
– How has the particular function been allocated to various
implementation areas?
– What is the design logic?
– What compiler version was used to produce this code?

• Testing
– Where are the tests that verify this functional requirement?
– Where is the test data for use with these tests?

Requirements phase
• Requirements changes
• Requirements baseline & change control
• External specifications
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Design control
• Change control board
• Software configuration identification
– Design – creative process
– Design – template
– Permanent design – later repair / enhancement
– Permanent record for design changes
– To maintain control the design is subdivided into
modules

Implementation phase
• Functions
– Source code charge out & charge-in facilities
– Read-only access to specifications & object code
– Ability to compile modules
– Procedure for making approved changes
– Any new source code is consistent with module
specifications
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Test phase
• SCM should have the following capabilities
– Means for creating new bug reports
– Means for closing bug reports
– Periodic reporting of bug status

Implementation change control procedure
change request

Change
approved?

yes

No
Design
change
needed?

Get
approval /
stop work

yes

No
Fix
implement
ation

Specification
change
needed?
No

Fix design

yes

Adjust
specification

To SCM
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Configuration auditing
• To maintain a continuous record of the state of all
baselined items
• The information required includes
– Time at baseline established
– When each configuration item(CI) & change included
in baseline
– Description of CI
– Description of s/w change
– Status of s/w change
– Documentation status for each baseline

Items needed for configuration
accounting
• CI index
– Creation date
– Current released version
– Version of its component items

• Change logs
– History of changes
– Release histories

• All Discrepancy requests
• All Change requests
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S/W configuration audit
• Rules
– Periodically needed to ensure integrity
– To perform before major baseline change
– Audit team – qualified technical people
– To verify that changes to baseline are
implemented as intended
– Integral part of SCM system
– Continuous with increased frequency and depth
– Documented project plan is used as basis

SCM audit
• Checks for
– Requirements
– Functional
– High-level design
– Design
– Product
– Operational
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Sri Vidya College of Engineering and Technology
Virudhunagar – 626 005
Department of Computer Science and Engineering
Class:
Subject Code:
Subject:
Prepared by

IV CSE, VIII Semester
CS 2055
Software Quality assurance
K.Palraj

Unit II MANAGING SOFTWARE QUALITY
Managing Software Organizations – Managing Software Quality – Defect Prevention –
Software Quality Assurance Management
Textbook:
T2. Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc.( UNIT I and
II )
R2. Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd, 2004
Lesson Plan 1

Introduction to Managing s/w quality

Lesson Plan 2

Managing Software Organizations – Commitment
Discipline

Lesson Plan 3

Managing Software Organizations – Management system

Lesson Plan 4

Managing Software Quality – Quality Management
paradigm

Lesson Plan 5

Managing Software Quality – Estimating software quality

Lesson Plan 6

Defect Prevention – Principles

Lesson Plan 7

Defect Prevention – Process changes

Lesson Plan 8
Lesson Plan 9

Software Quality Assurance Management –
Organizational Structure
Software Quality Assurance Management – Key elements
& Key Practices

Staff in-charge
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Sri Vidya College of Engineering and Technology
Department of Computer Science & Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Introduction to Managing Software Quality
Time:
50 Minutes
Lesson. No
1/9
1. Topics to be Covered: Introduction to Managing Software Quality
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the basic concepts of managing software quality.
4. Outcome (s):
At the end of the lesson the students will be able to :
Explain about managing s/w quality.
Describe about the defect prevention
Describe the SQA management
5. Link Sheet: How to manage software quality?
What is project management?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Quality management system in software industries.

CS2055 SQA

K.Palraj, AP/CSE

Page 2

Get useful study materials from www.rejinpaul.com

www.rejinpaul.com
2.1 Introduction to Managing Software Quality
Once an organization has conducted an assessment, it is then in a position to address its
key improvement priorities.
Assuming it is at Level 1, the Initial Process, its highest-priority needs will most likely to
be described in the repeatable process.
The main issues to be concentrated are:
Commitments
Planning
Configuration management
Quality assurance
The role of management system is to ensure that projects are successfully completed.
Basic principles of project management are:
Each project has a plan that is based on a hierarchy of commitments.
A management system resolves the natural conflicts between projects and
between line & staff organizations.
An oversight & review system audits & tracks progress against plans.
The elements of an effective commitment are:
1. The person making the commitment does so willingly.
2. The commitment is not made lightly
3. There is agreement between the parties on what is to be done, by whom and
when.
4. The commitment is openly and publicly stated.
5. The person responsible tries to meet the commitment, even if help is needed.
6. Prior to the committed date, if it is clear that it cannot be met, advance notice
is given and a new commitment is negotiated.
Commitment Discipline
Foundation for software project management.
Supported by
o Plans
o Estimates
o Reviews
o Tracking systems
The above all focus on estimating that the organizations meets its requirements.
Commitments are not met by reviews, procedures or tools, however they are met by committed
people
The Management System
Every organization have unique objectives. There are generally four components:
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1. To have a technical and business strategy that aims at such long-term goals as growth rate
or market position.
2. To provide quality products that meet customer‟s needs in a timely and effective way.
3. To perform the assigned mission competitively and economically.
4. To improve continually the organization‟s ability to handle more challenging work.
These general objectives, applicable to most organizations, demonstrate the inherent conflicts
common to most software groups.
Causes of these conflicts
o Senior management‟s period focus
 Management generally operates against annual revenue, profit and
productivity measures.
 Corporations produce quarterly and annual reports, work from annual
operating plans, and establish annual objectives for their people.
o Development projects are typically managed by schedule performance, customer
satisfaction and profitability.
The conflict between period and product measures is roughly the same as that between line
and staff.
o On one side, line management focuses on getting the product out the door, while
the staff is building the organization‟s competence.
o The staff is also responsible for monitoring product management‟s performance
and reporting shortcomings.
One of the best ways to evaluate a s/w organization is to examine the quality of its products.
It is based on four basic principles:
1. Unless you establish aggressive quality goals, nothing will change.
2. If these goals are not numerical, the quality program will remain just talk.
3. Without quality plans, only you are committed to quality.
4. Quality plans are just paper unless you track and review them.
The Quality Management Paradigm
The basic principles of s/w quality management are much like those for cost
management:
o Set goals
o Make plans
o Track performance
o Adjust the plan
Classes of Quality Measures
Quality measures fall into the following general classes:
o Development : defects found, change activity
o Product : Defects found, software structure, information structure, controlled tests
o Acceptance : Problems, effort to install, effort to use
o Usage : Problems, availability, effort to install, effort to use, user opinions
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o

Repair : Defects, resources expended.
These measures can be characterized as follows:
o Objective – can the measure be repeatedly produced by different people?
o Timely –Is it available in time to affect the development or maintenance process?
o Available –How hard is it to obtain?
o Representative –To what degree does it represent the customer‟s view of
“goodness”?
o Controllable –To what extent can its value be changed by development or
maintenance actions?
Software quality policy
 Compliance with the originations goals and purpose
 Commitment to general software quality assurance concepts
 Commitment to quality standards
 Commitment to allocate adequate recourses for software quality assurance
 Commitment to continuous improvement of organisations quality and productivity.
 Compliance with the originations goals and purpose
 Commitment to general software quality assurance concepts
 Commitment to quality standards
 Commitment to allocate adequate recourses for software quality assurance
 Commitment to continuous improvement of organisations quality and productivity.
Software Quality Assurance Management
Software quality assurance management is essential to improving the practice of software
engineering and management and thus constitutes an integral part of the software engineering
process. The specific approach taken in the FLUIDS project builds upon the Capability Maturity
Model, Humphrey [1989], Paulk et al. [1995], of SEI , the Software Engineering Institute at
Carnegie Mellon University. This methodology, assessment procedure and improvement
program is specialized on Software Processing Units and dedicated to software processes. The
Capability Maturity Model for software distinguishes five levels of process maturity (initial,
repeatable, defined, managed, and optimizing) which are decomposed into several key process
areas. Each of this areas is described in terms of the key practices, Paulk et al. [1993b], that
contribute to satisfying its goals. The Capability Maturity Model is more specific, but not
conflicting with the generic quality standard ISO 9000 and has also been adopted in the EU
project BOOTSTRAP (ESPRIT project No. 5441) for the development of a European
assessment method and certification process (BOOTSTRAP license).
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Managing Software Organizations – Commitment Discipline
Time:
50 Minutes
Lesson. No
2/9
1. Topics to be Covered: Managing Software Organizations – Commitment Discipline
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the commitment discipline for managing software
organizations.
4. Outcome (s):
At the end of the lesson the students will be able to:
Explain about how to make a commitment.
Describe about the s/w commitment process.
Explain about how to establish a commitment process.
5. Link Sheet: What is commitment?
How to establish a commitment?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Enterprise application software
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2.2 Managing Software Organizations – Commitment Discipline
The role of management system is to ensure that projects are successfully completed.
Basic principles of project management are:
Each project has a plan that is based on a hierarchy of commitments.
A management system resolves the natural conflicts between projects and
between line & staff organizations.
An oversight & review system audits & tracks progress against plans.
Commitment Discipline
Foundation for software project management.
Supported by
o Plans
o Estimates
o Reviews
o Tracking systems
The above all focus on estimating that the organizations meets its requirements.
Commitments are not met by reviews, procedures or tools, however they are met by
committed people.
Making a Commitment
The elements of an effective commitment are:
1. The person making the commitment does so willingly.
2. The commitment is not made lightly
3. There is agreement between the parties on what is to be done, by whom and
when.
4. The commitment is openly and publicly stated.
5. The person responsible tries to meet the commitment, even if help is needed.
6. Prior to the committed date, if it is clear that it cannot be met, advance notice
is given and a new commitment is negotiated.
The commitment hierarchy
While commitments are met by committed individuals, the work is not done in a vacuum.
A commitment attitude is highly visible.
Action that impresses the software professionals - Strong management support in
negotiating requirements changes with the customer.
With this backing, they are better able to develop and meet their plans and estimates.
Other examples of management‟s commitment attitude are
o Support on obtaining needed facilities & services.
o General practice of holding meetings on schedule.
Committed organizations meet their large and their small commitments.
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The Software Commitment Process
To be effective, the software commitment process must reach to the top of the
organization. This requires that :
1. All commitments for future s/w delivery are personally made by the
organization‟s senior executive.
2. These commitments are made only after successful completion of a formal review
and concurrence process.
3. An enforcement mechanism ensures that these reviews and concurrences are
properly conducted.
The senior executive‟s personal involvement is what motivates the entire commitment
process.
The people know they must justify their recommendations in a visible process and that
poor work will likely be exposed.
To do this, the senior manager should require evidence that the following work was done
prior to approving a commitment:
1. The work has been defined and agreed to between the developers and their
customer.
2. A documented project plan has been produced, including a resource estimate, a
schedule, and a cost estimate.
3. All directly involved parties have agreed to this plan in writing.
4. Adequate business and technical preparation has been done to ensure that the
commitment represents a reasonable risk.
5. An independent review has been conducted to ensure that this planning work was
done according to the organization‟s standards and procedures.
6. The groups participating in the work have or can acquire the resources required.
Establishing a commitment process
A commitment process can be established quickly.
The basic requirement is a senior executive who is willing to insist that the required
planning to be done before any commitment is made.
In addition, since the people must know how to make schedules and estimates, training
courses are required
Once the senior manager decides to implement a commitment process, however these
items can be readily accomplished.
Establishing a Project Management System
The most important management review system is that conducted by the project
management team itself.
While the actions required to set up a project management system are relatively straight
forward, they are not trivial.
The first step is to get agreement from the senior management team that such a system is
needed. The responsibility and resources for doing the work are then designated.
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The next steps are :
1. The commitment system is defined:
 What commitments require senior management approval?
 When are these approvals needed?
 What preparation and concurrences are required prior to requesting the
approval?
 What are the mechanisms for stopping or delaying projects that have not
been approved?
2. The quarterly review system is established:
 What is to be covered and who will do it?
 Who manages the agenda and schedule?
 Who attends?
 Who prepares the minutes and tracks the action items?
3. The phase review system is established:
 What projects are to be covered?
 At what project checkpoints will phase reviews be conducted?
 What special criteria will be used for very large and very small projects?
 Who is responsible for scheduling and conducting the reviews?
 Who attends?
 What are the procedures for handling issues and escalation?
 What mechanisms ensure that projects do not proceed without
successfully completing the phase review or receiving management
exception approval?
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Managing Software Organizations – The Management System
Time:
50 Minutes
Lesson. No
3/9
1. Topics to be Covered: Managing Software Organizations – The Management
System
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the management system for managing software
organizations.
4. Outcome (s):
At the end of the lesson the students will be able to :
Describe about the product & period plans
Describe about the management oversight & contention process
Explain about quarterly and project phase reviews
5. Link Sheet: Establishing a commitment process
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Management system establishment.
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2.3 Managing Software Organizations – The Management System
Every organization have unique objectives. There are generally four components:
5. To have a technical and business strategy that aims at such long-term goals as growth rate
or market position.
6. To provide quality products that meet customer‟s needs in a timely and effective way.
7. To perform the assigned mission competitively and economically.
8. To improve continually the organization‟s ability to handle more challenging work.
These general objectives, applicable to most organizations, demonstrate the inherent conflicts
common to most software groups.
Causes of these conflicts
o Senior management‟s period focus
 Management generally operates against annual revenue, profit and
productivity measures.
 Corporations produce quarterly and annual reports, work from annual
operating plans, and establish annual objectives for their people.
o Development projects are typically managed by schedule performance, customer
satisfaction and profitability.
The conflict between period and product measures is roughly the same as that between line
and staff.
o On one side, line management focuses on getting the product out the door, while
the staff is building the organization‟s competence.
o The staff is also responsible for monitoring product management‟s performance
and reporting shortcomings.
Product and Period plans
To resolve the inherent conflict and to establish a framework for operation, most
organizations produce annual operating plans.
These specify the tasks to be performed and assign the responsibilities and resources to
accomplish them.
The operating plans deals with technical and business issues in annual and organizational
terms.
The following can be established
o Expenses
o Capital requirements
o Product delivery commitments
o Annual productivity and profitability objectives may be stated.
Product plans focus on
o Activities
o Objectives of each project.
Issues are
o Function
o Cost
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o Schedule
o Quality together with related resources and checkpoints.
The distinction between period and product is often the source of considerable confusion.
o Project personnel view their work as the fundamental business of the organization
and have little appreciation of the need for period information.
o Project is not setup on annual bais
Management oversight
An effective management system uses reviews and a contention system to resolve
product and period conflicts and establish the balance between line and staff.
Each line and staff organization prepares its annual plan and reviews it with all involved
parties.
The issues are then resolved, the separate plans are consolidated into a total organization
plan, and this total plan is incorporated in the next higher organizational level.
To couple these disparate planning systems, the senior manager should quarterly
oversight reviews.
These reviews compare project performance with the plans and strategies and include
staff reports on project monitoring and support.
The quarterly review provides the forum for resolving conflicts and balancing line and
staff resources. It also sets the priorities for long term organizational improvement.
The Contention Process
An effective review system requires a parallel contention system to encourage the open
expression of differences and their relational resolution.
Principle – best decisions are based on a full understanding of the relevant issues.
The principles of contention system are:
1. All major decisions are reviewed with the involved parties in advance, and the
parties are requested to agree. Where possible any issues are resolved before
proceeding.
2. When the time comes for the decision, all dissenting parties are present and asked
to state their views.
3. When there is no disagreement, the senior manager determines if there is
knowledgeable agreement, if any disagreeing parties are absent, or if more
preparation is needed.
The basic principles of the contention system can be used effectively in even the smallest
organizations.
The quarterly review
The quarterly review provides a forum for resolving conflicts and monitoring progress
against period and product objectives.
The topics should include an assessment of project performance against plan and the
organization‟s performance against its goals.
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Example of a quarterly review agenda
Opening Comments
Site Manager
Project A Review
Milestone status
Project A Manager
Financial Status
Finance Manager
Issues
Project A Manager
Staff Comments
Finance and SQA
Project B Review
Milestone status
Project B Manager
Financial Status
Finance Manager
Issues
Project B Manager
Staff Comments
Finance and SQA
Project C Review
Milestone status
Project C Manager
Financial Status
Finance Manager
Issues
Project C Manager
Staff Comments
Finance and SQA
Remaining Project Reviews
Milestone status
Development Manager
Financial Status
Finance Manager
Issues
Development Manager
Staff Comments
Finance and SQA
Computing Support
Performance measures
Computing manager
Issues
Computing manager
Project comments
Development Manager
Process Status
Assessment Update
SEPG Manager
Action plan Status
SEPG Manager
Technology Plan status
SEPG Manager
Organization Performance
Productivity
Finance/SEPG
Quality
SQA/SEPG
Action item Summary
Site Manager
Typical Software Laboratory Organization
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Project Phase Reviews
In addition to the quarterly review process, management must access project progress
periodically.
This is accomplished through a sequence of reviews at key points in each project.
The review is done by dividing the program into appropriate phases, depending on
project size and anticipated risk.
These reviews ensure coordination of the technical and business tasks, make all
participating groups aware of project status and either resolve or escalate the key issues.
The final step in each phase review is approval to proceed to the next phase.
The principles of Phase Review Process are :
1. Before initiation and at predetermined points during the project, detailed technical
and management reviews are conducted.
2. The particular review points are selected based on the following criteria:
 Whenever major resource commitments are required.
 At key technical milestones such as project initiation, high-level design
complete, prototype completion, unit test complete, and so forth.
 At reasonable calendar intervals, with special milestones established for
unusually short or long projects.
3. The review is conducted by the project manager.
4. All involved line and staff organization participate.
5. The meeting is not to resolve issues but to identify them and assign resolution
responsibility.
6. The project manager, with finance and SQA conference, decides whether:
 The phase was successfully completed.
 After issue resolution, the phase is to be considered complete.
 Another review is required.
 Escalation should be made to senior management.
7. The review is concluded and the project manager notifies senior management of
the final conclusion. A review report is also distributed summarizing the key
issues and the responsibilities and dates for their resolution.

CS2055 SQA

K.Palraj, AP/CSE

Page 15

Get useful study materials from www.rejinpaul.com

www.rejinpaul.com
Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
R. Jeyanthi
Lesson Plan for Managing Software Quality – Quality Management paradigm
Time:
50 Minutes
Lesson. No
4/9
1. Topics to be Covered: Managing Software Quality – Quality Management paradigm
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the concepts to manage software quality.
4. Outcome (s):
At the end of the lesson the students will be able to :
Explain about quality management paradigm
Describe the quality motivation
Describe about measurement criteria
5. Link Sheet: Establishing a management system
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Quality measures
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2.4 Managing Software quality – The quality management paradigm
One of the best ways to evaluate a s/w organization is to examine the quality of its
products.
It is based on four basic principles:
1. Unless you establish aggressive quality goals, nothing will change.
2. If these goals are not numerical, the quality program will remain just talk.
3. Without quality plans, only you are committed to quality.
4. Quality plans are just paper unless you track and review them.
The Quality Management Paradigm
The basic principles of s/w quality management are much like those for cost
management:
o Set goals
o Make plans
o Track performance
o Adjust the plan
Quality Examples
Poston and Bruen describe the Leeds and Nothrop experience with a real time process
monitoring program of 27,719 lines of source code.
By rigorously following a quality plan, failure density rates were reduced from 1.3 to
0.072 defects per 1000 lines, or a 95 percent improvement.
Their typical productivity rates had averaged about 7 lines of source code per staff day on
previous projects, but following the plan they produced 29, an enormous productivity as
well.
Quality motivation
The purpose of quality program is to motivate action.
To ensure that this action results in better products, the measurements must reasonably
represent “goodness” in customer terms.
For example, many different metrics can be used to characterize software systems.
With not less than 72 parameters, the program characteristics were measured.
Eight of the characteristics had high correlation with their perceptions of program quality
out of 15 software characteristics.
The characteristics that ranked highest were
o Device independence
o Self-containedness
o Accuracy
o Robustness
o Consistency
Classes of Quality Measures
Quality measures fall into the following general classes:
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o
o
o
o
o

Development : defects found, change activity
Product : Defects found, software structure, information structure, controlled tests
Acceptance : Problems, effort to install, effort to use
Usage : Problems, availability, effort to install, effort to use, user opinions
Repair : Defects, resources expended.
These measures can be characterized as follows:
o Objective – can the measure be repeatedly produced by different people?
o Timely –Is it available in time to affect the development or maintenance process?
o Available –How hard is it to obtain?
o Representative –To what degree does it represent the customer‟s view of
“goodness”?
o Controllable –To what extent can its value be changed by development or
maintenance actions?
Measurement Criteria
Deciding what measures to be used is essential for the objectives of the measurement
program.
Measures should represent user needs and be available before acceptance decision.
1) Defect Measures
Defect counts only moderately represent the customer‟s view of product quality.
Programs with large number of bugs have poor customer satisfaction.
The following table shows that the program ranked best according to the panel
members‟ subjective opinions ranked worst in defects per 1000 lines of code.
User Quality Rankings
Product #
1
2
3
4
5
6
Correlation

Panel opinion
1
2
3
4.5
4.5
6

Rankings
Defect Density
6
5
1
2
4
3
-0.55

Problem Activity
3
1
5
2
6
4
0.38

These negative & weak correlations with problem and defect data seem to indicate
that, beyond a certain point, problem and defect activity is less important than other
factors such as
 Usability
 Performance
 Functionality
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2) Change Activity
It can be a useful measure of development quality
When change activity remains high late in a development program, it is a good indication
of overall quality problems.
This measure is not directly controllable by the development group but is a consequence
of such factors as defect rates or requirements stability.
Change activity data can be useful if it is properly recorded.
The reason for each change must be noted, together with its size
For example, for changes due to defect corrections the LOC change count is often a more
objective measure than the defect count itself .
3) Error Seeding
The basic idea is to inject a know number of “dummy” defects into the program and then
to track how many of them are found by the various tests or inspections.
If for example, 60 % of the seeded defects are found, the presumption is that 60 % of the
other bugs have been found as well.
The key problem is creating suitable defects to represent the natural defects remaining in
the program.
4) Software Structure
Various complexity measures have been proposed for evaluating s/w designs. The
available evidence suggests that complexity is no better a guide to likely defect levels
than is LOC.
5) Controlled Tests
The product is subjected to a stimulated work environment and an evaluation is made of
its operational suitability.
o Human factor tests – to determine adequacy of user interfaces &
documentation
o Special test environment – demonstrate specific aspects of operational
behavior.
6) Problem Measures
These measures do have moderate correlation with user product satisfaction. This is quite
understandable because problems waste the user‟s time and money and generally cause
much inconvenience.
Two disadvantages with problem counts are:
o Only available after development is over
o They are subjective.
Their subjectivity relates to the human nature of problems which can be caused by
o A lack of human comprehension
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o A simple human mistake
o A system malfunction
7) Installation & Operational effort
While the effort required to install and operate the system is a good indicator of customer
satisfaction, such measures are again not available until after completion & customer
delivery.
They also require the customer to do a lot of work.
The general approach is to define the step-by-step procedures for installing and operating
the system and then actually measure the time and effort required to perform them.
8) Customer Satisfaction Surveys
IBM periodically conducts mail or telephone surveys to determine their customers‟ views
of certain key products and support services.
They include in the questions a request for suggestions on where the products or services
could be improved
9) Reliability & Availability
Availability – system‟s ability to perform the intended function whenever needed.
These generally include the
o Control program
o Network manager
o Database manager
o Job scheduler
o User interface
o Communication control
o Input-output system
The key to including any program in the list is whether its failure will bring down the
critical applications.

Where MTTR is the mean time to repair, MTBF is the mean time between failures.
10) Selecting Quality Measures
Most appropriate quality measures depend on their intended use, they must also depend on
the kinds of data available. Since defect data is all that most s/w development organizations
can obtain before system shipment, it should be used.
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Managing Software Quality – Estimating software quality
Time:
50 Minutes
Lesson. No
5/9
1. Topics to be Covered: Managing Software Quality – Estimating software quality
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the concepts of how to estimate software quality
4. Outcome (s):
At the end of the lesson the students will be able to :
Define quality goals
Define s/w quality program
Describe the .ways for estimating s/w quality
Explain about quality plans & goals
5. Link Sheet: How to select quality measures?
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Software quality estimation
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2.5 Managing Software Quality – Estimating Software Quality
Establishing a Software Quality Program
The software quality principles can be expanded into the following steps:
1. Senior management establishes aggressive and explicit numerical quality goals.
2. The quality measures used are objective, requiring a minimum human judgment.
3. These measures are precisely defined and documented so computer programs can be
written to gather & process them,
4. A quality plan is produced at the beginning of each project. This plan commits to
specific numeric targets and it is updated at every significant project change and
milestone.
5. These plans are reviewed for compliance with management quality goals. Where
noncompliance is found, replanning or exception approval is required.
6. Quality performance is tracked and publicized. When performance falls short of the
plan, corrective action is required.
7. Since no single measures can adequately represent a complex product, the quality
measures are treated as indicators of overall performance.
In implementing such a program, a quality plan is produced during the initial project planning
cycle. The plan is documented, reviewed, tracked, and compared to prior actual experience.
Based on these comparisons, one of three situations will occur:
The actual results will track just about on plan.
The actual results are significantly worse than the plan.
The actual results are significantly better than the plan.
Development Plan Quality Measures
When the objective is to motivate superior development or maintenance performance,
defects are the most practical quality measure.
If defects are not measured, it is hard for the software professionals to take any other
measures very seriously.
The specific defect measures must be selected by each organization based on the data
they gather.
Normalization for program size is generally required. Defects per 1000 lines of source
code is generally the simplest and most practical measure for most organization.
The next issue is determining what defects to measure and over what period of time.
Estimating Software Quality
In making a software quality estimate it is important to remember that every project is
different.
Some examples of the factors to consider are:
o What is the anticipated rate of customer installation for this type of product?
o What is the product history?
o What is the distribution plan?
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o

Is the service system established?

Making a Software Quality Estimate
An estimate of program quality is made as follows:
1. Recent programs completed by the organization are reviewed to identify the ones most
similar to the proposed product.
2. Available quality data on these programs is examined to establish a basis for the quality
estimate.
3. The significant product & process differences are then determined and their potential
effects estimated.
4. Based on these historical data and the planned process changes, a projection is made of
anticipated quality for the new product development process.
5. This projection is then compared with goals and needed process improvement are devised
to meet the goals.
6. The project quality profile is then examined to determine the areas for potential
improvement and a desired quality profile is produced.
7. A development plan is produced that specifies the process to be used to achieve this
quality profile,
Software Quality Models
To make an accurate quality estimate, it is essential to have a quality model. The model should
identify the basic assumptions behind the estimates. Examples of some of these assumptions are:
The failures are independent.
The number of failures is constant.
Each failure is repaired before testing continues.
All failures are observed.
Testing is of uniform intensity and representative of the operational environment.
The failure rate at any time is proportional to the current number of remaining deects in
the program.
The times between failures are independent.
The different types of errors are of equal importance.
Each error exhibits the same failure rate.
No errors will be introduced during the testing and the repairing process.
The failure rate will decline during debugging and operation.
Intuitive Quality Models
One of the challenges of software engineering is that it is an intellectual process that
produces artifacts that d o not obey the laws of nature.
Some of these characteristics are:
1. Programs module quality may vary, with a relatively few modules containing the
bulk of the errors.
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2. The remaining modules will likely contain a few randomly distributed defects that

must be individually found and removed.
3. The distribution of defect types will also be highly skewed, with a relatively few
types covering a large proportion of the defects.
4. Since programming changes are highly error-prone, all changes should be viewed
as potential sources of defect prevention.
Tracking and Controlling Software Quality
The critical elements of a software quality management system are:
1. A responsible authority is named to own the quality data and the tracking and reporting
system.
2. Quality performance is tracked and reported to this authority, during both development
and maintenance.
3. Resources are established for validating the reported data and retaining it in the process
database.
4. Actual product and organizational performance data is periodically reviewed against
plan:
o Results are initially reviewed with responsible line management and any
discrepancies resolved.
o Performance against targets is determined
o If actual performance is substantially better than plan, product management
establishes more aggressive targets.
5. Quality performance is published, and a highlight report is provided to senior
management.
6. Overall performance is periodically reviewed with senior management.
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Defect Prevention - Principles
Time:
50 Minutes
Lesson. No
6/9
1. Topics to be Covered: Defect Prevention - Principles
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the principles of defect prevention.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define defect prevention
Explain about the principles for s/w defect prevention.
5. Link Sheet: Why defects are measured in software quality?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Defect prevention mechanism
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•

•

2.6 Defect Prevention - Principles
Defect Prevention techniques address how to prevent “error” before it is injected:
Root Cause Analysis of problem
Education and training
Software process maturity and improvement (e.g. CMMI)
Defect Detection techniques address how to find the faults:
Testing (with various techniques covered in this class)
Reviews and inspection
Formal verification
Defect Prevention
– Based on a review
• Error results – difficulty of problem > power of methods to solve them
– Error cause analysis – finds the major causes of errors
– Defect prevention – concerns the steps to prevent them

Defect Prevention is not a new idea
• Japanese after world war II
• Success is by production workers
The logic for applying methods to software
– To meet the escalating needs of society.
– Used in sensitive applications.
– Designed by error – prone humans.
– Number & severity of bugs will increase.
The Principles of Software Defect Prevention
1.
2.
3.
4.
5.

The programmers must evaluate their own errors
Feedback is an essential part of defect prevention
There is no single cure–all that will solve all the problems
Process improvements must be an integral part of the process
Process improvement takes time to learn

The steps of software defect prevention
•
•
•
•

Defect reporting – categorize defects & determine its cause
Cause analysis – causes of the most prevalent defects are determined.
Action plan development – action teams are established to devise preventions for the most
prevalent problems.
Action implementation- once the actions have been determined, they must be
implemented. This involves all parts of the organization in a concerted improvement
effort.
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•

Performance tracking- performance data is gathered and all action items are tracked to
complete.
• Starting over- do it all again, only this time focus on the most prevalent of the remaining
defects.
Defect Reporting
•

•

•

To implement defect prevention, a significant amount of information must be gathered at
the defect is identified.
Data gathered at the time a defect is found
– Defect entry#
– Product
– Release
– Driver
– Line item
– Stage detected in
– Stage created in
– QIT department
– Problem report #
– Create date
– Analyst
– Type of analysis
– Checkpoint data
Data gathered at the time a defect is closed
– Close data
– Category of cause
– Defect/problem abstract
– Defect cause abstract
– Assigned actions
– Problem description
– Log of activities

Error cause categories
•
•

The need now is to identify what caused the problems.
Six Categories of errors
1. Technological
• Definability of the problem
• Feasibility of solving it
• Availability of procedures & tools
2. Organizational
• Division of workload
• Available information
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3.

4.

5.

6.

• Communication & resources
Historic
• History of the project
• History of the program
• History of the special situations & external influences.
Group dynamic
• Willingness to cooperate
• Distribution of roles inside the project group
Individual
• Experience
• Talent
• Constitution of the individual programmer.
Other causes & inexplicable causes

Cause analysis
•
•
•

•

Cause analysis should be conducted as early as possible after a defect is found.
Since many software defects generally stem from a relatively few causes, this grouping
tends to make the cause analysis sessions much more efficient.
For a given product, some useful guidelines on holding these sessions are:
1. Shortly after the time all product modules have completed detailed design
2. Shortly after the last module has completed each test case
3. First few modules that have completed development inspection
4. Cause analysis reviews should be held on a product after a reasonable no. of user
problems have been found after customer release.
5. The cause analysis meetings should be held often enough to permit completion in one
and a half to two hours.
The objective of the cause analysis meeting is to determine the following:
1. What caused each of the defects found to date?
2. What are the major cause categories?
3. What steps are recommended for preventing these errors in the future?
4. What priorities are suggested for these actions?

The cause analysis meeting
•
•
•
•

Cause analysis meeting are similar in many ways to inspections.
They have a leader and a recorder and include the involved programmers and some of
their peers.
The meeting should not be too large & should not include managers.
The result of the meeting is a report on each defect must include
o Basic data on meeting
 Preparation time
 Meeting time
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•

•

 Defects handled
 No. of actions recommended
At the conclusion of the cause analysis meeting the leader summarizes the findings in a
report to all members, including the action recommendations and the defects addressed
by each.
The final step is to turn over the recommended action list to the action team
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Defect prevention – Process changes for defect prevention
Time:
50 Minutes
Lesson. No
7/9
1. Topics to be Covered: Defect prevention – Process changes for defect prevention
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the process changes for defect prevention.
4. Outcome (s):
At the end of the lesson the students will be able to:
Explain about process changes in defect prevention
Describe the considerations for defect prevention
Explain the management‟s role in defect prevention
5. Link Sheet: What are the categories error causes?
How to prevent defects in software program?
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Defect prevention mechanism
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2.7 Defect Prevention – process changes & considerations
Action team
• Responsibilities
1. Prioritize all action items
2. Establish an implementation plan(highest-priority)
3. Assign responsibilities
4. Track implementation
5. Report to management on progress
6. Ensure that all success stories are recognized
7. Continue with the next-priority items
• The members of the action team should include the following:
– Manager responsible for action implementation, often process group leader
– Process group representative
– Education manager
– Tools & methods specialist
– One or more management representatives from the involved product groups.
– Quality assurance
– Configuration management
Tracking Project Progress
Action progress is tracked periodically and illustrated by cause/effect diagram.
Side effects of
register usage
Pass 1
Architecture

Can’t isolate

Can’t keep
track
Poor documentation

Register
Allocation
Defect

Lack of
processor
knowledge

Incorrect
Processor
Register
Usage

CS2055 SQA

K.Palraj, AP/CSE

Page 32

Get useful study materials from www.rejinpaul.com

www.rejinpaul.com
Prevention Feedback
This involves the full project team and covers the following items:
1. The key phase activities are reviewed, including the inputs required, the outputs to
be produced, and the key methodologies to be used.
2. The error checklists are reviewed to ensure that all team members are aware of the
errors most common to this phase and the actions recommended for their
prevention.
3. Goals are set for the phase. This includes the entire team‟s commitment to defect
injection and removal targets for the phase.
Process changes for defect prevention
The process changes required to incorporate defect prevention are shown in the following
figure.
In summary, the new elements are :
1. Kickoff meeting
2. The data from the process task is entered in the process database.
3. A cause analysis review meeting is held as part of task exit to examine the
problems and recommend any improvement.
4. A cause analysis team periodically reviews the process database to determine any
cross-project problems that need special attention.
5. All improvement suggestions are retained in the action tracking system.
6. An action team decides on priorities, selects the items for immediate
implementation, and assigns implementation responsibility.
7. A feedback system is established to ensure that the results are communicated to the
professional and their contributions are recognized.
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Defect prevention considerations
• Where to start?
• Role of tools & technology
• Costs & benefits of defect prevention
Management’s role
1. Meet with team & make joint commitment
2. Select a trial project area and develop a plan
3. Appoint an action team manager
4. Develop kick-off packages
5. Install any needed tools & support
6. Conduct appropriate seminars & training
7. Launch a defect prevention program
8. Monitor progress
9. Modify program
10. Modest changes & substantial changes
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Technology
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Engineering
Class
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Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software quality assurance management - Organizational Structure
Time:
50 Minutes
Lesson. No
8/9
1. Topics to be Covered: Software quality assurance management - Organizational
Structure
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the Organizational structure for the SQA
Management.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define the responsibilities of management team.
Develop the software quality policy statement.
Develop the organizational structure for SQA management.
5. Link Sheet: Project Management
Quality Management
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Quality Policy Development
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2.8 Software Quality Assurance Management – Organizational Structure
Organizational Structure
 Top management; this includes the organisation‟s general manager and its executives
 Department managers; this includes the managers of software development, maintenance
and software testing departments.
 Project managers; this is not only the project managers, but also team leaders of
development projects and maintenance services.
Organisational framework
 Managers
 Top managements executives
 Software development and maintenance department managers
 Software testing department managers
 Project managers and team leaders of development and maintenance projects
 Leaders of software testing teams
 Testers
 Members of software testing team
 SQA professionals and interested practitioners
 SQA trustees
 SQA committee members
 SQA forum members
 SQA unit team members
Top Management
The Top managements overall responsibilities are as follows:
 Assuring the quality of company‟s software products and software maintenance services
 Communicating to employees at all levels the importance of product and service quality
additionally to customer satisfaction
 Assuring satisfactory functioning and full conformity to customer requirements
 Ensuring that the SQA „s system objectives are established and realized
 Planning and overseeing implementation of changes for the SQA system adaptation to
internal or external transformations (e.g. changes in clientele, competition or technology)
 Intervening directly to aid resolving crisis situations and minimize damages
 Ensuring availability of resources demanded by the SQA systems
The Three Tools
 Establishment and updating of the organisation‟s software quality policy
 Assigning one of the executives in charge of software control issues
 Regular management reviews of performance with respect to software quality issues
Software quality policy
 Compliance with the originations goals and purpose
 Commitment to general software quality assurance concepts
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Commitment to quality standards
Commitment to allocate adequate recourses for software quality assurance
Commitment to continuous improvement of organisations quality and productivity.
Compliance with the originations goals and purpose
Commitment to general software quality assurance concepts
Commitment to quality standards
Commitment to allocate adequate recourses for software quality assurance
Commitment to continuous improvement of organisations quality and productivity.

Example of software quality policy

The executive in charge of software quality
 Takes responsibility of an annual activities program and budget
 Takes responsibility for the preparation of SQA system development plans
 Has overall control of annual SQA activities
 Present SQA issues to executive managers
Management review report
 Progress reports
 Periodic performance reports
 Customer satisfaction feedback
 Follow up reports
 Review of significant findings
These are just some of the discussion points that come up in the management review
Department management
Quality system related responsibilities
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 Preparation of the department‟s annual SQA activities and program budget
 Preparation of departments SQA system development plans
 Control of performance of the departments annual SQA program and development
projects
Some of the Project related responsibilities
 Control of compliance to quality assurance procedures in departments units
 Detailed follow up of contract review results and proposal approval
 Follow up of software tests and results
 Follow up of quality of maintenance services provision
 Follow up of the project risks and their solutions

Project management
Professional hands on tasks:


Preparation of project and quality plans and their updates

 involvement in joint customer-supplier committee
 Close follow up of project team staffing
Management tasks:


deal with performance Review activities and consequent correction

 Address the performance of acceptance tasks
 undertake Software installation in customer sites and to show customer how to use
software.
 Deal with SQA training and instruction of project team members
 Address customer requests and satisfaction of Customer
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Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software quality assurance management - Key Elements & Key Practices
Time:
50 Minutes
Lesson. No
9/9
1. Topics to be Covered:
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the key elements and key practices involved in
software quality assurance management.
4. Outcome (s):
At the end of the lesson the students will be able to :
Select the key elements suitable for the product quality.
Define the key practices to be performed to achieve quality goals.
5. Link Sheet: How to define a structure for SQA management?
What are the responsibilities of top management?
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Watts S Humphrey, “ Managing the Software Process”, Pearson Education Inc
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Work flow in software development.
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2.9 Software Quality Assurance Management – Key elements & Key Practices
Software quality assurance management is essential to improving the practice of software
engineering and management and thus constitutes an integral part of the software engineering
process. The specific approach taken in the FLUIDS project builds upon the Capability Maturity
Model, Humphrey [1989], Paulk et al. [1995], of SEI , the Software Engineering Institute at
Carnegie Mellon University. This methodology, assesment procedure and improvement program
is specialized on Software Processing Units and dedicated to software processes. The Capability
Maturity Model for software distinguishes five levels of process maturity (initial, repeatable,
defined, managed, and optimizing) which are decomposed into several key process areas. Each of
this areas is described in terms of the key practices, Paulk et al. [1993b], that contribute to
satisfying its goals. The Capability Maturity Model is more specific, but not conflicting with the
generic quality standard ISO 9000 and has also been adopted in the EU project BOOTSTRAP
(ESPRIT project No. 5441) for the development of a European assessment method and
certification process (BOOTSTRAP license).
Selected Key Process Areas
o Requirements Management
o Software Project Planning
o Software Project Tracking and Oversight
o Software Quality Assurance
o Software Configuration Management
o Software Product Engineering
o Intergroup Coordination
o Peer Reviews
Selected Key Practices
Requirements Management
The purpose of Requirements Management is to establish a common understanding
between the customer and the software project of the customer's requirements that will be
addressed by the software project. Requirements Management involves establishing and
maintaining an agreement with the customer on the requirements for the software project. This
agreement is referred to as the system requirements allocated to the software. The customer may
be interpreted as the system engineering group, the marketing group, another internal
organization, or an external customer. The agreement covers both the technical and nontechnical
(e.g., delivery dates) requirements. The agreement forms the basis for estimating, planning,
performing, and tracking the software project's activities throughout the software life cycle. The
allocation of the system requirements to software, hardware, and other system components (e.g.,
humans) may be performed by a group external to the software engineering group (e.g., the
system engineering group), and the software engineering group may have no direct control of
this allocation. Within the constraints of the project, the software engineering group takes
appropriate steps to ensure that the system requirements allocated to software, which they are
responsible for addressing, are documented and controlled. To achieve this control, the software
engineering group reviews the initial and revised system requirements allocated to software to
resolve issues before they are incorporated into the software project. Whenever the system
requirements allocated to software are changed, the affected software plans, work products, and
activities are adjusted to remain consistent with the updated requirements.
Software Project Planning
The purpose of Software Project Planning is to establish reasonable plans for performing
the software engineering and for managing the software project. Software Project Planning
involves developing estimates for the work to be performed, establishing the necessary
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commitments, and defining the plan to perform the work. The software planning begins with a
statement of the work to be performed and other constraints and goals that define and bound the
software project (those established by the practices of the Requirements Management key
process area). The software planning process includes steps to estimate the size of the software
work products and the resources needed, produce a schedule, identify and assess software risks,
and negotiate commitments. Iterating through these steps may be necessary to establish the plan
for the software project (i.e., the software development plan). This plan provides the basis for
performing and managing the software project's activities and addresses the commitments to the
software project's customer according to the resources, constraints, and capabilities of the
software project.
Software Project Tracking and Oversight
The purpose of Software Project Tracking and Oversight is to provide adequate visibility
into actual progress so that management can take effective actions when the software project's
performance deviates significantly from the software plans. Software Project Tracking and
Oversight involves tracking and reviewing the software accomplishments and results against
documented estimates, commitments, and plans, and adjusting these plans based on the actual
accomplishments and results. A documented plan for the software project (i.e., the software
development plan, as described in the Software Project Planning key process area) is used as the
basis for tracking the software activities, communicating status, and revising plans. Software
activities are monitored by the management. Progress is primarily determined by comparing the
actual software size, effort, cost, and schedule to the plan when selected software work products
are completed and at selected milestones. When it is determined that the software project's plans
are not being met, corrective actions are taken. These actions may include revising the software
development plan to reflect the actual accomplishments and replanning the remaining work or
taking actions to improve the performance.
Software Quality Assurance
The purpose of Software Quality Assurance is to provide management with appropriate
visibility into the process being used by the software project and of the products being built.
Software Quality Assurance involves reviewing and auditing the software products and activities
to verify that they comply with the applicable procedures and standards and providing the
software project and other appropriate managers with the results of these reviews and audits.
The software quality assurance group works with the software project during its early stages to
establish plans, standards, and procedures that will add value to the software project and satisfy
the constraints of the project and the organization's policies. By participating in establishing the
plans, standards, and procedures, the software quality assurance group helps ensure they fit the
project's needs and verifies that they will be usable for performing reviews and audits throughout
the software life cycle. The software quality assurance group reviews project activities and audits
software work products throughout the life cycle and provides management with visibility as to
whether the software project is adhering to its established plans, standards, and procedures.
Compliance issues are first addressed within the software project and resolved there if possible.
For issues not resolvable within the software project, the software quality assurance group
escalates the issue to an appropriate level of management for resolution.
Software Configuration Management
The purpose of Software Configuration Management is to establish and maintain the
integrity of the products of the software project throughout the project's software life cycle.
Software Configuration Management involves identifying the configuration of the software (i.e.,
selected software work products and their descriptions) at given points in time, systematically
controlling changes to the configuration, and maintaining the integrity and traceability of the
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configuration throughout the software life cycle. The work products placed under software
configuration management include the software products that are delivered to the customer (e.g.,
the software requirements document and the code) and the items that are identified with or
required to create these software products (e.g., the compiler). A software baseline library is
established containing the software baselines as they are developed. Changes to baselines and the
release of software products built from the software baseline library are systematically controlled
via the change control and configuration auditing functions of software configuration
management.
Software Product Engineering
The purpose of Software Product Engineering is to consistently perform a well-defined
engineering process that integrates all the software engineering activities to produce correct,
consistent software products effectively and efficiently. Software Product Engineering involves
performing the engineering tasks to build and maintain the software using the project's defined
software process (which is described in the Integrated Software Management key process area)
and appropriate methods and tools. The software engineering tasks include analyzing the system
requirements allocated to software (these system requirements are described in the Requirements
Management key process area), developing the software requirements, developing the software
architecture, designing the software, implementing the software in the code, integrating the
software components, and testing the software to verify that it satisfies the specified
requirements (i.e., the system requirements allocated to software and the software requirements).
Documentation needed to perform the software engineering tasks (e.g., software requirements
document, software design document, test plan, and test procedures) is developed and reviewed
to ensure that each task addresses the results of predecessor tasks and the results produced are
appropriate for the subsequent tasks (including the tasks of operating and maintaining the
software). When changes are approved, affected software work products, plans, commitments,
processes, and activities are revised to reflect the approved changes.
Intergroup Coordination
The purpose of Intergroup Coordination is to establish a means for the software
engineering group to participate actively with the other engineering groups so the project is
better able to satisfy the customer's needs effectively and efficiently. Intergroup Coordination
involves the software engineering group's participation with other project engineering groups to
address system-level requirements, objectives, and issues. Representatives of the project's
engineering groups participate in establishing the system-level requirements, objectives, and
plans by working with the customer and end users, as appropriate. These requirements,
objectives, and plans become the basis for all engineering activities. The technical working
interfaces and interactions between groups are planned and managed to ensure the quality and
integrity of the entire system. Technical reviews and interchanges are regularly conducted with
representatives of the project's engineering groups to ensure that all engineering groups are
aware of the status and plans of all the groups, and that system and intergroup issues receive
appropriate attention.
The software-specific practices related to these engineering tasks are described in the
Requirements Management and Software Product Engineering key process areas.
Peer Reviews
The purpose of Peer Reviews is to remove defects from the software work products early
and efficiently. An important corollary effect is to develop a better understanding of the software
work products and of defects that might be prevented. Peer Reviews involve a methodical
examination of software work products by the producers' peers to identify defects and areas
where changes are needed. The specific products that will undergo a peer review are identified in
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the project's defined software process and scheduled as part of the software project planning
activities, as described in Integrated Software Management. This key process area covers the
practices for performing peer reviews. The practices identifying the specific software work
products that undergo peer review are contained in the key process areas that describe the
development and maintenance of each software work product.
Selected Key Practices
Requirements Management
Goals:
System requirements allocated to software are controlled to establish a baseline for
software engineering and management use.
Software plans, products, and activities are kept consistent with the system requirements
allocated to software.
Top-level activities:
1. The software engineering group reviews the allocated requirements before they are
incorporated into the software project.
2. The software engineering group uses the allocated requirements as the basis for software
plans, work products, and activities.
3. Changes to the allocated requirements are reviewed and incorporated into the software
project.
Software Project Planning
Goals:
Software estimates are documented for use in planning and tracking the software project.
Software project activities and commitments are planned and documented.
Affected groups and individuals agree to their commitments related to the software
project.
Top-level activities:
1. The software engineering group participates on the project proposal team.
2. Software project planning is initiated in the early stages of, and in parallel with, the
overall project planning.
3. The software engineering group participates with other affected groups in the overall
project planning throughout the project's life.
4. Software project commitments made to individuals and groups external to the
organization are reviewed with senior management according to a documented
procedure.
5. A software life cycle with predefined stages of manageable size is identified or defined.
6. The project's software development plan is developed according to a documented
procedure.
7. The plan for the software project is documented.
8. Software work products that are needed to establish and maintain control of the software
project are identified.
9. Estimates for the size of the software work products (or changes to the size of software
work products) are derived according to a documented procedure.
10. Estimates for the software project's effort and costs are derived according to a
documented procedure.
11. Estimates for the project's critical computer resources are derived according to a
documented procedure.
12. The project's software schedule is derived according to a documented procedure.
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13. The software risks associated with the cost, resource, schedule, and technical aspects of
the project are identified, assessed, and documented.
14. Plans for the project's software engineering facilities and support tools are prepared.
15. Software planning data are recorded.
Software Project Tracking and Oversight
Goals:
Actual results and performances are tracked against the software plans. Corrective actions
are taken and managed to closure when actual results and performance deviate
significantly from the software plans.
Changes to software commitments are agreed to by the affected groups and individuals.
Top-level activities:
1. A documented software development plan is used for tracking the software activities and
communicating status.
2. The project's software development plan is revised according to a documented procedure.
3. Software project commitments and changes to commitments made to individuals and
groups external to the organization are reviewed with senior management according to a
documented procedure.
4. Approved changes to commitments that affect the software project are communicated to
the members of the software engineering group and other software-related groups.
5. The size of the software work products (or size of the changes to the software work
products) are tracked, and corrective actions are taken as necessary.
6. The project's software effort and costs are tracked, and corrective actions are taken as
necessary.
7. The project's critical computer resources are tracked, and corrective actions are taken as
necessary.
8. The project's software schedule is tracked, and corrective actions are taken as necessary.
9. Software engineering technical activities are tracked, and corrective actions are taken as
necessary.
10. The software risks associated with cost, resource, schedule, and technical aspects of the
project are tracked.
11. Actual measurement data and replanning data for the software project are recorded.
12. The software engineering group conducts periodic internal reviews to track technical
progress, plans, performance, and issues against the software development plan.
13. Formal reviews to address the accomplishments and results of the software project are
conducted at selected project milestones according to a documented procedure.
Software Quality Assurance
Goals:
Software quality assurance activities are planned.
Adherence of software products and activities to the applicable standards, procedures,
and requirements is verified objectively.
Affected groups and individuals are informed of software quality assurance activities and
results.
Noncompliance issues that cannot be resolved within the software project are addressed
by senior management.
Top-level activities:
1. A SQA plan is prepared for the software project according to a documented procedure.
2. The SQA group's activities are performed in accordance with the SQA plan.
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3. The SQA group participates in the preparation and review of the project's software
development plan, standards, and procedures.
4. The SQA group reviews the software engineering activities to verify compliance.
5. The SQA group audits designated software work products to verify compliance.
6. The SQA group periodically reports the results of its activities to the software
engineering group.
7. Deviations identified in the software activities and software work products are
documented and handled according to a documented procedure.
8. The SQA group conducts periodic reviews of its activities and findings with the
customer's SQA personnel, as appropriate.
Software Configuration Management
Goals:
Software configuration management activities are planned.
Selected software work products are identified, controlled, and available.
Changes to identified software work products are controlled.
Affected groups and individuals are informed of the status and content of software
baselines.
Top-level activities:
1. A SCM plan is prepared for each software project according to a documented procedure.
2. A documented and approved SCM plan is used as the basis for performing the SCM
activities.
3. A configuration management library system is established as a repository for the software
baselines.
4. The software work products to be placed under configuration management are identified.
5. Change requests and problem reports for all configuration items/units are initiated,
recorded, reviewed, approved, and tracked according to a documented procedure.
6. Changes to baselines are controlled according to a documented procedure.
7. Products from the software baseline library are created and their release is controlled
according to a documented procedure.
8. The status of configuration items/units is recorded according to a documented procedure.
9. Standard reports documenting the SCM activities and the contents of the software
baseline are developed and made available to affected groups and individuals.
10. Software baseline audits are conducted according to a documented procedure.
Software Product Engineering
Goals:
The software engineering tasks are defined, integrated, and consistently performed to
produce the software.
Software work products are kept consistent with each other.
Top-level activities:
1. Appropriate software engineering methods and tools are integrated into the project's
defined software process.
2. The software requirements are developed, maintained, documented, and verified by
systematically analyzing the allocated requirements according to the project's defined
software process.
3. The software design is developed, maintained, documented, and verified, according to the
project's defined software process, to accommodate the software requirements and to
form the framework for coding.
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4. The software code is developed, maintained, documented, and verified, according to the
project's defined software process, to implement the software requirements and software
design.
5. Software testing is performed according to the project's defined software process.
6. System and acceptance testing of the software are planned and performed to demonstrate
that the software satisfies its requirements.
7. The documentation that will be used to operate and maintain the software is developed
and maintained according to the project's defined software process.
8. Data on defects identified in peer reviews and testing are collected and analyzed
according to the project's defined software process.
9. Consistency is maintained across software work products, including the software plans,
process descriptions, allocated requirements, software requirements, software design,
code, test plans, and test procedures.
Intergroup Coordination
Goals:
The customer's requirements are agreed to by all affected groups.
The commitments between the engineering groups are agreed to by the affected groups.
The engineering groups identify, track, and resolve intergroup issues.
Top-level activities:
1. The software engineering group and the other engineering groups participate with the
customer and end users, as appropriate, to establish the system requirements.
2. Representatives of the project's software engineering group work with representatives of
the other engineering groups to monitor and coordinate technical activities and resolve
technical issues.
3. A documented plan is used to communicate intergroup commitments and to coordinate
and track the work performed.
4. Critical dependencies between engineering groups are identified, negotiated, and tracked
according to a documented procedure.
5. Work products produced as input to other engineering groups are reviewed by
representatives of the receiving groups to ensure that the work products meet their needs.
6. Intergroup issues not resolvable by the individual representatives of the project
engineering groups are handled according to a documented procedure.
Peer Reviews
Goals:
Peer review activities are planned.
Defects in the software work products are identified and removed.
Top-level activities:
1. Peer reviews are planned, and the plans are documented.
2. Peer reviews are performed according to a documented procedure.
3. Data on the conduct and results of the peer reviews are recorded.
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3.1 Introduction to Software Quality
In the context of software engineering, software quality refers to two related but distinct notions
that exist wherever quality is defined in a business context:
Software functional quality reflects how well it complies with or conforms to a given
design, based on functional requirements or specifications. That attribute can also be
described as the fitness for purpose of a piece of software or how it compares to
competitors in the marketplace as a worthwhile product;
Software structural quality refers to how it meets non-functional requirements that
support the delivery of the functional requirements, such as robustness or maintainability,
the degree to which the software was produced correctly.
Structural quality is evaluated through the analysis of the software inner structure, its source
code, at the unit level, the technology level and the system level, which is in effect how its
architecture adheres to sound principles of software architecture. In contrast, functional quality is
typically enforced and measured through software testing.
Historically, the structure, classification and terminology of attributes and metrics applicable to
software quality management have been derived or extracted from the ISO 9126-3 and the
subsequent ISO 25000:2005 quality model, also known as SQuaRE. Based on these models, the
Consortium for IT Software Quality (CISQ) has defined five major desirable structural
characteristics needed for a piece of software to provide business value: Reliability, Efficiency,
Security, Maintainability and (adequate) Size.
Software quality measurement quantifies to what extent a software or system rates along each
of these five dimensions. An aggregated measure of software quality can be computed through a
qualitative or a quantitative scoring scheme or a mix of both and then a weighting system
reflecting the priorities. This view of software quality being positioned on a linear continuum is
supplemented by the analysis of "critical programming errors" that under specific circumstances
can lead to catastrophic outages or performance degradations that make a given system
unsuitable for use regardless of rating based on aggregated measurements. Such programming
errors found at the system level represent up to 90% of production issues, whilst at the unit-level,
even if far more numerous, programming errors account for less than 10% of production issues.
As a consequence, code quality without the context of the whole system, as W. Edwards Deming
described it, has limited value.
Motivation
"A science is as mature as its measurement tools," (Louis Pasteur in Ebert Dumke, p. 91).
Measuring software quality is motivated by at least two reasons:
Risk Management: Software failure has caused more than inconvenience. Software
errors have caused human fatalities. The causes have ranged from poorly designed user
interfaces to direct programming errors. An example of a programming error that led to
multiple deaths is discussed in Dr. Leveson's paper. This resulted in requirements for the
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development of some types of software, particularly and historically for software
embedded in medical and other devices that regulate critical infrastructures: "[Engineers
who write embedded software] see Java programs stalling for one third of a second to
perform garbage collection and update the user interface, and they envision airplanes
falling out of the sky." In the United States, within the Federal Aviation Administration
(FAA), the Aircraft Certification Service provides software programs, policy, guidance
and training, focus on software and Complex Electronic Hardware that has an effect on
the airborne product (a ―product‖ is an aircraft, an engine, or a propeller)".
Cost Management: As in any other fields of engineering, an application with good
structural software quality costs less to maintain and is easier to understand and change in
response to pressing business needs. Industry data demonstrate that poor application
structural quality in core business applications (such as Enterprise Resource Planning
(ERP), Customer Relationship Management (CRM) or large transaction processing
systems in financial services) results in cost and schedule overruns and creates waste in
the form of rework (up to 45% of development time in some organizations [6]). Moreover,
poor structural quality is strongly correlated with high-impact business disruptions due to
corrupted data, application outages, security breaches, and performance problems.
However, the distinction between measuring and improving software quality in an embedded
system (with emphasis on risk management) and software quality in business software (with
emphasis on cost and maintainability management) is becoming somewhat irrelevant. Embedded
systems now often include a user interface and their designers are as much concerned with issues
affecting usability and user productivity as their counterparts who focus on business applications.
The latter are in turn looking at ERP or CRM system as a corporate nervous system whose
uptime and performance are vital to the well-being of the enterprise. This convergence is most
visible in mobile computing: a user who accesses an ERP application on their smartphone is
depending on the quality of software across all types of software layers.
Both types of software now use multi-layered technology stacks and complex architecture so
software quality analysis and measurement have to be managed in a comprehensive and
consistent manner, decoupled from the software's ultimate purpose or use. In both cases,
engineers and management need to be able to make rational decisions based on measurement and
fact-based analysis in adherence to the precept "In God (we) trust. All others bring data". ((mis)attributed to W. Edwards Deming and others).
Definitions
There are many different definitions of quality. For some it is the "capability of a software
product to conform to requirements." (ISO/IEC 9001) while for others it can be synonymous
with "customer value" (Highsmith, 2002) or even defect level.
The first definition of quality History remembers is from Shewhart in the beginning of 20th
century: There are two common aspects of quality: one of them has to do with the consideration
of the quality of a thing as an objective reality independent of the existence of man. The other
has to do with what we think, feel or sense as a result of the objective reality. In other words,
there is a subjective side of quality.
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Kitchenham, Pfleeger, and Garvin's 5 perspectives on quality
Kitchenham and Pfleeger, further reporting the teachings of David Garvin, identify five different
perspectives on quality:
The transcendental perspective deals with the metaphysical aspect of quality. In this
view of quality, it is "something toward which we strive as an ideal, but may never
implement completely".[10] It can hardly be defined, but is similar to what a federal judge
once commented about obscenity: "I know it when I see it".
The user perspective is concerned with the appropriateness of the product for a given
context of use. Whereas the transcendental view is ethereal, the user view is more
concrete, grounded in the product characteristics that meet user‘s needs.
The manufacturing perspective represents quality as conformance to requirements. This
aspect of quality is stressed by standards such as ISO 9001, which defines quality as "the
degree to which a set of inherent characteristics fulfills requirements" (ISO/IEC 9001).
The product perspective implies that quality can be appreciated by measuring the
inherent characteristics of the product.
The final perspective of quality is value-based. This perspective recognises that the
different perspectives of quality may have different importance, or value, to various
stakeholders.
Software quality according to Deming
"The problem inherent in attempts to define the quality of a product, almost any product, were
stated by the master Walter A. Shewhart. The difficulty in defining quality is to translate future
needs of the user into measurable characteristics, so that a product can be designed and turned
out to give satisfaction at a price that the user will pay. This is not easy, and as soon as one feels
fairly successful in the endeavor, he finds that the needs of the consumer have changed,
competitors have moved in, etc."
Software quality according to Feigenbaum
"Quality is a customer determination, not an engineer's determination, not a marketing
determination, nor a general management determination. It is based on upon the customer's
actual experience with the product or service, measured against his or her requirements -- stated
or unstated, conscious or merely sensed, technically operational or entirely subjective -- and
always representing a moving target in a competitive market".
Software quality according to Juran
"The word quality has multiple meanings. Two of these meanings dominate the use of the word:
1. Quality consists of those product features which meet the need of customers and thereby
provide product satisfaction. 2. Quality consists of freedom from deficiencies. Nevertheless, in a
handbook such as this it is convenient to standardize on a short definition of the word quality as
"fitness for use".
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CISQ's Quality model
Even though "quality is a perceptual, conditional and somewhat subjective attribute and may be
understood differently by different people" (as noted in the article on quality in business),
software structural quality characteristics have been clearly defined by the Consortium for IT
Software Quality (CISQ). Under the guidance of Bill Curtis, co-author of the Capability Maturity
Model framework and CISQ's first Director; and Capers Jones, CISQ's Distinguished Advisor,
CISQ has defined five major desirable characteristics of a piece of software needed to provide
business value. In the House of Quality model, these are "Whats" that need to be achieved:
Reliability: An attribute of resiliency and structural solidity. Reliability measures the
level of risk and the likelihood of potential application failures. It also measures the
defects injected due to modifications made to the software (its ―stability‖ as termed by
ISO). The goal for checking and monitoring Reliability is to reduce and prevent
application downtime, application outages and errors that directly affect users, and
enhance the image of IT and its impact on a company‘s business performance.
Efficiency: The source code and software architecture attributes are the elements that
ensure high performance once the application is in run-time mode. Efficiency is
especially important for applications in high execution speed environments such as
algorithmic or transactional processing where performance and scalability are paramount.
An analysis of source code efficiency and scalability provides a clear picture of the latent
business risks and the harm they can cause to customer satisfaction due to response-time
degradation.
Security: A measure of the likelihood of potential security breaches due to poor coding
practices and architecture. This quantifies the risk of encountering critical vulnerabilities
that damage the business.
Maintainability: Maintainability includes the notion of adaptability, portability and
transferability (from one development team to another). Measuring and monitoring
maintainability is a must for mission-critical applications where change is driven by tight
time-to-market schedules and where it is important for IT to remain responsive to
business-driven changes. It is also essential to keep maintenance costs under control.
Size: While not a quality attribute per se, the sizing of source code is a software
characteristic that obviously impacts maintainability. Combined with the above quality
characteristics, software size can be used to assess the amount of work produced and to
be done by teams, as well as their productivity through correlation with time-sheet data,
and other SDLC-related metrics.
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1. Topics to be Covered:
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the attributes and techniques to measure software
quality.
4. Outcome (s):
At the end of the lesson the students will be able to :
Mention the attributes of software quality.
Discuss the characteristics of quality product.
Identify critical programming errors.
5. Link Sheet: Measurable attributes of quality.
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
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3.2 Software Quality - Measurement
Software quality measurement is about quantifying to what extent a system or software possesses
desirable characteristics. This can be performed through qualitative or quantitative means or a
mix of both. In both cases, for each desirable characteristic, there are a set of measurable
attributes the existence of which in a piece of software or system tend to be correlated and
associated with this characteristic. For example, an attribute associated with portability is the
number of target-dependent statements in a program. More precisely, using the Quality Function
Deployment approach, these measurable attributes are the "hows" that need to be enforced to
enable the "whats" in the Software Quality definition above.

Relationship between software desirable characteristics (right) and measurable attributes (left).
The structure, classification and terminology of attributes and metrics applicable to software
quality management have been derived or extracted from the ISO 9126-3 and the subsequent ISO
25000:2005 quality model. The main focus is on internal structural quality. Subcategories have
been created to handle specific areas like business application architecture and technical
characteristics such as data access and manipulation or the notion of transactions.
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The dependence tree between software quality characteristics and their measurable attributes is
represented in the diagram on the right, where each of the 5 characteristics that matter for the
user (right) or owner of the business system depends on measurable attributes (left):
Application Architecture Practices
Coding Practices
Application Complexity
Documentation
Portability
Technical & Functional Volume
One of the founding member of the Consortium for IT Software Quality, the OMG (Object
Management Group), has published an article on "How to Deliver Resilient, Secure, Efficient,
and Easily Changed IT Systems in Line with CISQ Recommendations" that states that
correlations between programming errors and production defects unveil that basic code errors
account for 92% of the total errors in the source code. These numerous code-level issues
eventually count for only 10% of the defects in production. Bad software engineering practices at
the architecture levels account for only 8% of total defects, but consume over half the effort
spent on fixing problems, and lead to 90% of the serious reliability, security, and efficiency
issues in production.
Code-based analysis
Many of the existing software measures count structural elements of the application that
result from parsing the source code for such individual instructions (Park, 1992), tokens
(Halstead, 1977), control structures (McCabe, 1976), and objects (Chidamber & Kemerer, 1994).
Software quality measurement is about quantifying to what extent a system or software rates
along these dimensions. The analysis can be performed using a qualitative or quantitative
approach or a mix of both to provide an aggregate view [using for example weighted average(s)
that reflect relative importance between the factors being measured].
This view of software quality on a linear continuum has to be supplemented by the
identification of discrete Critical Programming Errors. These vulnerabilities may not fail a test
case, but they are the result of bad practices that under specific circumstances can lead to
catastrophic outages, performance degradations, security breaches, corrupted data, and myriad
other problems (Nygard, 2007) that make a given system de facto unsuitable for use regardless of
its rating based on aggregated measurements. A well-known example of vulnerability is the
Common Weakness Enumeration (Martin, 2001), a repository of vulnerabilities in the source
code that make applications exposed to security breaches.
The measurement of critical application characteristics involves measuring structural
attributes of the application's architecture, coding, and in-line documentation, as displayed in the
picture above. Thus, each characteristic is affected by attributes at numerous levels of abstraction
in the application and all of which must be included calculating the characteristic‘s measure if it
is to be a valuable predictor of quality outcomes that affect the business. The layered approach to
calculating characteristic measures displayed in the figure above was first proposed by Boehm
and his colleagues at TRW (Boehm, 1978) and is the approach taken in the ISO 9126 and 25000
series standards. These attributes can be measured from the parsed results of a static analysis of
the application source code. Even dynamic characteristics of applications such as reliability and
performance efficiency have their causal roots in the static structure of the application.
Structural quality analysis and measurement is performed through the analysis of the
source code, the architecture, software framework, database schema in relationship to principles
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and standards that together define the conceptual and logical architecture of a system. This is
distinct from the basic, local, component-level code analysis typically performed by
development tools which are mostly concerned with implementation considerations and are
crucial during debugging and testing activities.
Reliability
The root causes of poor reliability are found in a combination of non-compliance with good
architectural and coding practices. This non-compliance can be detected by measuring the static
quality attributes of an application. Assessing the static attributes underlying an application‘s
reliability provides an estimate of the level of business risk and the likelihood of potential
application failures and defects the application will experience when placed in operation.
Assessing reliability requires checks of at least the following software engineering best
practices and technical attributes:
Dirty programming
Application Architecture Practices
Error & Exception handling (for
Coding Practices
all layers - GUI, Logic & Data)
Complexity of algorithms
Multi-layer design compliance
Complexity of programming practices
Resource bounds management
Compliance with Object-Oriented and
Software avoids patterns that will
Structured Programming best practices (when
lead to unexpected behaviors
applicable)
Software manages data integrity
Component or pattern re-use ratio
and consistency
Transaction complexity level
Depending on the application architecture and the third-party components used (such as external
libraries or frameworks), custom checks should be defined along the lines drawn by the above
list of best practices to ensure a better assessment of the reliability of the delivered software.
Efficiency
As with Reliability, the causes of performance inefficiency are often found in violations of good
architectural and coding practice which can be detected by measuring the static quality attributes
of an application. These static attributes predict potential operational performance bottlenecks
and future scalability problems, especially for applications requiring high execution speed for
handling complex algorithms or huge volumes of data.
Assessing performance efficiency requires checking at least the following software engineering
best practices and technical attributes:
Application Architecture Practices
Appropriate interactions with expensive and/or remote resources
Data access performance and data management
Memory, network and disk space management
Coding Practices
Compliance with Object-Oriented and Structured Programming best practices (as
appropriate)
Compliance with SQL programming best practices
Security
Most security vulnerabilities result from poor coding and architectural practices such as SQL
injection or cross-site scripting. These are well documented in lists maintained by CWE, and the
SEI/Computer Emergency Center (CERT) at Carnegie Mellon University.
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Assessing security requires at least checking the following software engineering best practices
and technical attributes:
Application Architecture Practices
Multi-layer design compliance
Security best practices (Input Validation, SQL Injection, Cross-Site Scripting, etc. )
Programming Practices (code level)
Error & Exception handling
Security best practices (system functions access, access control to programs)
Maintainability
Maintainability includes concepts of modularity, understandability, changeability, testability,
reusability, and transferability from one development team to another. These do not take the
form of critical issues at the code level. Rather, poor maintainability is typically the result of
thousands of minor violations with best practices in documentation, complexity avoidance
strategy, and basic programming practices that make the difference between clean and easy-toread code vs. unorganized and difficult-to-read code.
Assessing maintainability requires checking the following software engineering best practices
and technical attributes:
Coupling ratio
Application Architecture Practices
Dirty programming
Architecture, Programs and Code
Documentation
documentation embedded in source code
Hardware, OS, middleware, software
Code readability
components
and
database
Complexity level of transactions
independence
Complexity of algorithms
Multi-layer design compliance
Complexity of programming practices
Portability
Compliance with Object-Oriented and
Programming Practices (code level)
Structured Programming best practices
Reduced duplicated code and
(when applicable)
functions
Component or pattern re-use ratio
Source code file organization
Controlled level of dynamic coding
cleanliness
Size
Measuring software size requires that the whole source code be correctly gathered, including
database structure scripts, data manipulation source code, component headers, configuration files
etc. There are essentially two types of software sizes to be measured, the technical size
(footprint) and the functional size:
There are several software technical sizing methods that have been widely described. The
most common technical sizing method is number of Lines Of Code (#LOC) per
technology, number of files, functions, classes, tables, etc., from which backfiring
Function Points can be computed;
The most common for measuring functional size is Function Point Analysis. Function
Point Analysis measures the size of the software deliverable from a user‘s perspective.
Function Point sizing is done based on user requirements and provides an accurate
representation of both size for the developer/estimator and value (functionality to be
delivered) and reflects the business functionality being delivered to the customer. The
method includes the identification and weighting of user recognizable inputs, outputs and
data stores. The size value is then available for use in conjunction with numerous
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measures to quantify and to evaluate software delivery and performance (Development
Cost per Function Point; Delivered Defects per Function Point; Function Points per Staff
Month.).
The Function Point Analysis sizing standard is supported by the International Function
Point Users Group (IFPUG) (www.ifpug.org). It can be applied early in the software
development life-cycle and it is not dependent on lines of code like the somewhat inaccurate
Backfiring method. The method is technology agnostic and can be used for comparative analysis
across organizations and across industries.
One common limitation to the Function Point methodology is that it is a manual process
and therefore it can be labor intensive and costly in large scale initiatives such as application
development or outsourcing engagements. This negative aspect of applying the methodology
may be what motivated industry IT leaders to form the Consortium for IT Software Quality
(www.it-cisq.org) focused on introducing a computable metrics standard for automating the
measuring of software size while the IFPUG (www.ifpug.org) keep promoting a manual
approach as most of its activity rely on FP counters certifications.
Identifying critical programming errors
Critical Programming Errors are specific architectural and/or coding bad practices that result in
the highest, immediate or long term, business disruption risk.
These are quite often technology-related and depend heavily on the context, business objectives
and risks. Some may consider respect for naming conventions while others – those preparing the
ground for a knowledge transfer for example – will consider it as absolutely critical.
Critical Programming Errors can also be classified per CISQ Characteristics. Basic example
below:
Reliability
o Avoid software patterns that will lead to unexpected behavior (Uninitialized
variable, null pointers, etc.)
o Methods, procedures and functions doing Insert, Update, Delete, Create Table or
Select must include error management
o Multi-thread functions should be made thread safe, for instance servlets or struts
action classes must not have instance/non-final static fields
Efficiency
o Ensure centralization of client requests (incoming and data) to reduce network
traffic
o Avoid SQL queries that don‘t use an index against large tables in a loop
Security
o Avoid fields in servlet classes that are not final static
o Avoid data access without including error management
o Check control return codes and implement error handling mechanisms
o Ensure input validation to avoid cross-site scripting flaws or SQL injections flaws
Maintainability
o Deep inheritance trees and nesting should be avoided to improve
comprehensibility
o Modules should be loosely coupled (fanout, intermediaries, ) to avoid propagation
of modifications
o Enforce homogeneous naming conventions
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Lesson Plan for Total Quality Management - overview
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Lesson. No
1. Topics to be Covered: Total Quality Management - overview
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the general concepts of total quality management.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define total quality management.
Explain the primary elements of TQM.
Discuss how to implement TQM.
5. Link Sheet: Quality Management
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
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3.3 Total Quality Management - Overview
A core definition of total quality management (TQM) describes a management approach to long–
term success through customer satisfaction. In a TQM effort, all members of an organization
participate in improving processes, products, services, and the culture in which they work. The
methods for implementing this approach come from the teachings of such quality leaders as
The Primary Elements of TQM
Total quality management can be summarized as a management system for a customer-focused
organization that involves all employees in continual improvement. It uses strategy, data, and
effective communications to integrate the quality discipline into the culture and activities of the
organization.
Customer-focused. The customer ultimately determines the level of quality. No matter
what an organization does to foster quality improvement—training employees,
integrating quality into the design process, upgrading computers or software, or buying
new measuring tools—the customer determines whether the efforts were worthwhile.
Total employee involvement. All employees participate in working toward common
goals. Total employee commitment can only be obtained after fear has been driven from
the workplace, when empowerment has occurred, and management has provided the
proper environment. High-performance work systems integrate continuous improvement
efforts with normal business operations. Self-managed work teams are one form of
empowerment.
Process-centered. A fundamental part of TQM is a focus on process thinking. A process
is a series of steps that take inputs from suppliers (internal or external) and transforms
them into outputs that are delivered to customers (again, either internal or external). The
steps required to carry out the process are defined, and performance measures are
continuously monitored in order to detect unexpected variation.
Integrated system. Although an organization may consist of many different functional
specialties often organized into vertically structured departments, it is the horizontal
processes interconnecting these functions that are the focus of TQM.
o Micro-processes add up to larger processes, and all processes aggregate into the
business processes required for defining and implementing strategy. Everyone
must understand the vision, mission, and guiding principles as well as the quality
policies, objectives, and critical processes of the organization. Business
performance must be monitored and communicated continuously.
o An integrated business system may be modeled after the Baldrige National
Quality Program criteria and/or incorporate the ISO 9000 standards. Every
organization has a unique work culture, and it is virtually impossible to achieve
excellence in its products and services unless a good quality culture has been
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fostered. Thus, an integrated system connects business improvement elements in
an attempt to continually improve and exceed the expectations of customers,
employees, and other stakeholders.
Strategic and systematic approach. A critical part of the management of quality is the
strategic and systematic approach to achieving an organization‘s vision, mission, and
goals. This process, called strategic planning or strategic management, includes the
formulation of a strategic plan that integrates quality as a core component.
Continual improvement. A major thrust of TQM is continual process improvement.
Continual improvement drives an organization to be both analytical and creative in
finding ways to become more competitive and more effective at meeting stakeholder
expectations.
Fact-based decision making. In order to know how well an organization is performing,
data on performance measures are necessary. TQM requires that an organization
continually collect and analyze data in order to improve decision making accuracy,
achieve consensus, and allow prediction based on past history.
Communications. During times of organizational change, as well as part of day-to-day
operation, effective communications plays a large part in maintaining morale and in
motivating employees at all levels. Communications involve strategies, method, and
timeliness.
These elements are considered so essential to TQM that many organizations define them, in
some format, as a set of core values and principles on which the organization is to operate.
Implementing a Total Quality Management System
When planning and implementing a total quality management system there is no one solution to
every situation.
Each organization is unique in terms of the culture, management practices, and the processes
used to create and deliver its products and services. The TQM strategy will then vary from
organization to organization; however, a set of primary elements should be present in some
format.
Generic Model for Implementing TQM
1. Top management learns about and decides to commit to TQM. TQM is identified as one
of the organization‘s strategies.
2. The organization assesses current culture, customer satisfaction, and quality management
systems.
3. Top management identifies core values and principles to be used, and communicates
them.
4. A TQM master plan is developed on the basis of steps 1, 2, and 3.
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5. The organization identifies and prioritizes customer demands and aligns products and
services to meet those demands.
6. Management maps the critical processes through which the organization meets its
customers‘ needs.
7. Management oversees the formation of teams for process improvement efforts.
8. The momentum of the TQM effort is managed by the steering committee.
9. Managers contribute individually to the effort through planning, training, coaching, or
other methods.
10. Daily process management and standardization take place.
11. Progress is evaluated and the plan is revised as needed.
12. Constant employee awareness and feedback on status are provided and a
reward/recognition process is established.
Five Strategies to Develop the TQM Process
Strategy 1: The TQM element approach
The TQM element approach takes key business processes and/or organizational units and uses
the tools of TQM to foster improvements. This method was widely used in the early 1980s as
companies tried to implement parts of TQM as they learned them.
Examples of this approach include quality circles, statistical process control, Taguchi methods,
and quality function deployment.
Strategy 2: The guru approach
The guru approach uses the teachings and writings of one or more of the leading quality thinkers
as a guide against which to determine where the organization has deficiencies. Then, the
organization makes appropriate changes to remedy those deficiencies.
For example, managers might study Deming‘s 14 points or attend the Crosby College. They
would then work on implementing the approach learned.
Strategy 3: The organization model approach
In this approach, individuals or teams visit organizations that have taken a leadership role in
TQM and determine their processes and reasons for success. They then integrate these ideas with
their own ideas to develop an organizational model adapted for their specific organization.
This method was used widely in the late 1980s and is exemplified by the initial recipients of the
Malcolm Baldrige National Quality Award.
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Strategy 4: The Japanese total quality approach
Organizations using the Japanese total quality approach examine the detailed implementation
techniques and strategies employed by Deming Prize–winning companies and use this
experience to develop a long-range master plan for in-house use.
This approach was used by Florida Power and Light—among others—to implement TQM and to
compete for and win the Deming Prize.
Strategy 5: The award criteria approach
When using this model, an organization uses the criteria of a quality award, for example, the
Deming Prize, the European Quality Award, or the Malcolm Baldrige National Quality Award,
to identify areas for improvement. Under this approach, TQM implementation focuses on
meeting specific award criteria.
Although some argue that this is not an appropriate use of award criteria, some organizations do
use this approach and it can result in improvement.
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1. Topics to be Covered: Total Quality Management – Continuous improvement
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the continuous improvement process of TQM.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define continuous improvement
Describe the techniques to continuously improve the software quality.
Discuss the need for continuous improvement.
5. Link Sheet: Project Quality management
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
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8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas
Publishing House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Quality Model implementation

3.4 Total Quality Management – Continuous Improvement
Why TQM?
Ford Motor Company had operating losses of $3.3 billion between 1980 and 1982.
Xerox market share dropped from 93% in 1971 to 40% in 1981.
Attention to quality was seen as a way to combat the competition
TQM: A “Buzzword” Losing Popularity
 For many companies, the term TQM is associated with corporate programs (mid 1980s ~
early 1990s) aimed at implementing employee teams and statistical process control.
 Unfortunately, many companies were dissatisfied with the perceived results of these
programs, concluding TQM does not work.
Question:
Why were they dissatisfied?
Were they justified?
TQM
 Total - made up of the whole
 Quality - degree of excellence a product or service provides
 Management - act, art or manner of planning, controlling, directing,….
Therefore, TQM is the art of managing the whole to achieve excellence.
What does TQM mean?
Total Quality Management means that the organization's culture is defined by and supports the
constant attainment of customer satisfaction through an integrated system of tools, techniques,
and training. This involves the continuous improvement of organizational processes, resulting in
high quality products and services.
What’s the goal of TQM?
“Do the right things right the first time, every time.‖
Another way to put it
 At it‘s simplest, TQM is all managers leading and facilitating all contributors in
everyone‘s two main objectives:
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(1) total client satisfaction through quality products and services; and
(2) continuous improvements to processes, systems, people, suppliers, partners,
products, and services.
Productivity and TQM
 Traditional view:
• Quality cannot be improved without significant losses in productivity.
 TQM view:
• Improved quality leads to improved productivity.
Basic Tenets of TQM
1. The customer makes the ultimate determination of quality.
2. Top management must provide leadership and support for all quality initiatives.
3. Preventing variability is the key to producing high quality.
4. Quality goals are a moving target, thereby requiring a commitment toward continuous
improvement.
5. Improving quality requires the establishment of effective metrics. We must speak
with data and facts not just opinions.
The three aspects of TQM
1. Counting
Tools, techniques, and training in their use for analyzing, understanding, and
solving quality problems
2. Customers
Quality for the customer as a driving force and central concern
3. Culture
Shared values and beliefs, expressed by leaders, that define and support quality.
Total Quality Management and Continuous Improvement
 TQM is the management process used to make continuous improvements to all functions.
 TQM represents an ongoing, continuous commitment to improvement.
 The foundation of total quality is a management philosophy that supports meeting
customer requirements through continuous improvement.
Continuous Improvement versus Traditional Approach
Traditional Approach
 Market-share focus
 Individuals
 Focus on ‗who‖ and ―why‖
 Short-term focus
 Status quo focus
 Product focus
 Innovation
 Fire fighting
CS2055
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 Cross-functional teams
 Focus on ―what‖ and ―how‖
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 Continuous improvement
 Process improvement focus
 Incremental improvements
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Quality Throughout
 ―A Customer‘s impression of quality begins with the initial contact with the company and
continues through the life of the product.‖
• Customers look to the total package - sales, service during the sale, packaging,
deliver, and service after the sale.
• Quality extends to how the receptionist answers the phone, how managers treat
subordinates, how courteous sales and repair people are, and how the product is
serviced after the sale.
 ―All departments of the company must strive to improve the quality of their operations.‖

The TQM System
Continuous
Improvement

Objective

Principles

Elements

Customer
Focus

Process
Improvement

Total
Involvement

Leadership
Education and Training Supportive structure
Communications
Reward and recognition
Measurement

Total Quality Management

Value-based Approach
 Manufacturing Dimensions
• Performance
• Features
• Reliability
• Conformance
• Durability
• Serviceability
• Aesthetics
• Perceived quality
 Service Dimensions
• Reliability
• Responsiveness
• Assurance
• Empathy
• Tangibles
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1. Topics to be Covered: Quality Metrics - Attributes
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the attributes essential for measuring quality.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define quality metric
Discuss the attributes that should be chosen as metrics.
Explain different types of quality metrics.
5. Link Sheet: Measurement & Metrics
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas
Publishing House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Quality Metrics model
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3.5 Quality Metrics – Attributes
Software metric
• Any type of measurement which relates to a software system, process or related
documentation
– Lines of code in a program, the Fog index, number of person-days required to
develop a component.
• Allow the software and the software process to
be quantified.
• May be used to predict product attributes or to control the software process.
• Product metrics can be used for general predictions or to identify anomalous components.
Definitions
• Measure - quantitative indication of extent, amount, dimension, capacity, or size of some
attribute of a product or process. E.g., Number of errors
• Metric - quantitative measure of degree to which a system, component or process
possesses a given attribute. ―A handle or guess about a given attribute.‖
– E.g., Number of errors found per person hours expended
• Despite many use the two words instead of each other, Measurements provide singlepoint-in-time views of specific, discrete factors, while metrics are derived by comparing
to a predetermined baseline two or more measurements taken over time. Measurements
are generated by counting; metrics are generated from analysis. In other words,
measurements are objective raw data and metrics are either objective or subjective human
interpretations of those data.
Why Measure Software?
• Metrics and measurements are both important. But metrics can be improved,
measurements do not need to be.
• Determine the quality of the current product or process
• Predict qualities of a product/process
• Improve quality of a product/process
Motivation for Metrics
• Estimate the cost & schedule of future projects
• Evaluate the productivity impacts of new tools and techniques
• Establish productivity trends over time
• Improve software quality
• Forecast future staffing needs
• Anticipate and reduce future maintenance ne
Example Metrics
• Defect rates
• Error rates
• Measured by:
– individual
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– module
– during development
– Errors should be categorized by origin, type, cost
Metric Classification
• Products
• Explicit results of software development activities
• Deliverables, documentation, by products
• Processes
• Activities related to production of software
• Resources
• Inputs into the software development activities
• hardware, knowledge, people
Product vs. Process
• Process Metrics
– Insights of process paradigm, software engineering tasks, work product, or
milestones
– Lead to long term process improvement
• Product Metrics
– Assesses the state of the project
– Track potential risks
– Uncover problem areas
– Adjust workflow or tasks
– Evaluate teams ability to control quality
Product metrics
• A quality metric should be a predictor of
product quality.
• Classes of product metric
– Dynamic metrics which are collected by measurements made of a program in
execution;
– Static metrics which are collected by measurements made of the system
representations;
– Dynamic metrics help assess efficiency and reliability; static metrics help assess
complexity, understandability and maintainability.
Metrics assumptions
• A software property can be measured.
• The relationship exists between what we can
measure and what we want to know. We can only measure internal attributes but are
often more interested in external software attributes.
• This relationship has been formalised and
validated.
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• It may be difficult to relate what can be measured to desirable external quality attributes.
Predictor and control metrics

The measurement process
• A software measurement process may be part of a quality control process.
• Data collected during this process should be maintained as an organisational resource.
• Once a measurement database has been established, comparisons across projects become
possible.
Product measurement process

Software quality attributes
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Desired attributes of Metrics (Ejiogu, 1991)
–

Simple and computable

–

Empirical and intuitively persuasive

–

Consistent and objective

–

Consistent in the use of units and dimensions

–

Independent of programming language, so directed at models (analysis, design,
test, etc.) or structure of program

–

Effective mechanism for quality feedback
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1. Topics to be Covered: Quality Metric Framework
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the framework and model for quality metrics
4. Outcome (s):
At the end of the lesson the students will be able to :
Define quality factors and subfactors
Explain about the high level design metrics
5. Link Sheet: Attributes of Software quality metrics
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Quality Model
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3.6 Quality Metrics Framework
The Software Quality Metrics Framework
 Quality requirements that the software product must meet
 Quality factors – Management-oriented attributes of software that contribute to its quality
 Quality subfactors – Decompositions of a quality factor to its technical components
 Metrics – quantitative measures of the degree to which given attributes (factors) are
present
McCall’s Software Quality Factors

Fq

ci mi

Example
 Quality requirement – ―The product will be easy to use‖
 Quality factor(s) – Usability (An attribute that bears on the effort needed for use and on
the assessment of such use by users)
 Quality subfactors – Understandability, ease of learning, operability, communicativeness
Subfactors
 Understandability – The amount of effort required to understand software
 Ease of learning – The degree to which user effort required to learn how to use the
software is minimized
 Operability – The degree to which the effort required to perform an operation is
minimized
 Communicativeness – The degree to which software is designed in accordance with the
psychological characteristics of users
Direct Metrics
 Understanding
 Learning time: Time for new user to gain basic understanding of features of the
software
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 Ease of learning
 Learning time: Time for new user to learn how to perform basic functions of the
software
 Operability
 Operation time: Time required for a user to perform operation(s) of the software
 Communicativeness
 Human factors: Number of negative comments from new users regarding
ergonomics, human factors, etc.
Software Quality Metrics
 Correctness:
◦ defects per KLOC
 Maintainability
◦ mean time to change (MTTC) the time it takes to analyze the change request,
design an appropriate modification, implement the change, test it, and distribute
the change to all users
◦ spoilage = (cost of change / total cost of system)
 Integrity
◦ threat = probability of attack (that causes failure)
◦ security = probability attack is repelled
Integrity = [1 - threat * (1 - security)]
Product Metrics
 Number and type of defects found during requirements, design, code, and test inspections
 Number of pages of documentation delivered
 Number of new source lines of code created
 Number of source lines of code delivered
 Total number or source lines of code delivered
 Average complexity of all modules delivered
 Average size of modules
 Total number of modules
 Total number of bugs found as a result of unit testing
 Total number of bugs found as a result of integration testing
 Total number of bugs found as a result of validation testing
 Productivity, as measured by KLOC per person-hour
Product Metrics Landscape
 Metrics for the analysis model
 Metrics for the design model
 Metrics for the source code
 Metrics for testing
Metrics for Requirements Quality
E.g., let nr = nf + nnf , where
R.Jeyanthi,AP/CSE
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o nr = number of requirements
o nf = number of functional requirements
o nnf = number of nonfunctional requirements
Specificity (lack of ambiguity)
o Q = nui/nr
o nui - number of requirements for which all reviewers had identical interpretations
High-Level Design Metrics
Structural Complexity
 S(i) = f2out(i)
 fout(i) = fan-out of module i
Data Complexity
 D(i) = v(i)/[fout(i) +1]
 v(i) = # of input and output variables to and from module i
System Complexity
 C(i) = S(i) + D(i)
Fan-out(i) is the number of modules called by the module i.
Example
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS803
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Quality Metrics Analysis – Measurement Analysis
Time:
50 Minutes
Lesson. No
7/8
1. Topics to be Covered: Software Quality Metrics Analysis – Measurement Analysis
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the analysis techniques for software quality metrics.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define software quality metric analysis.
Discuss the attributes for object oriented metrics
Explain the McCabe‘s complexity measures
5. Link Sheet: Quality metric framework
Quality metrics
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas
Publishing House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Software quality analysis

R.Jeyanthi,AP/CSE
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3.7 Software quality metric analysis – Measurement Analysis
Software product metrics

Object-oriented metrics

R.Jeyanthi,AP/CSE
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Measurement analysis
• It is not always obvious what data means
– Analysing collected data is very difficult.
• Professional statisticians should be consulted if available.
• Data analysis must take local circumstances into account.
Measurement surprises
• Reducing the number of faults in a program leads to an increased number of help desk
calls
– The program is now thought of as more reliable and so has a wider more diverse
market. The percentage of users who call the help desk may have decreased but
the total may increase;
– A more reliable system is used in a different way from a system where users work
around the faults. This leads to more help desk calls.
Types of Measures
• Direct Measures (internal attributes)
– Cost, effort, LOC, speed, memory
• Indirect Measures (external attributes)
– Functionality, quality, complexity, efficiency, reliability, maintainability
Size-Oriented Metrics
• Size of the software produced
• LOC - Lines Of Code
• KLOC - 1000 Lines Of Code
• SLOC – Statement Lines of Code (ignore whitespace)
• Typical Measures:
– Errors/KLOC, Defects/KLOC, Cost/LOC, Documentation Pages/KLOC
LOC Metrics
• Easy to use
• Easy to compute
• Language & programmer dependent
Complexity Metrics
• LOC - a function of complexity
• Language and programmer dependent
• Halstead‘s Software Science (entropy measures)
– n1 - number of distinct operators
– n2 - number of distinct operands
– N1 - total number of operators
– N2 - total number of operands
Example
if (k < 2)
{
R.Jeyanthi,AP/CSE
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if (k > 3)
x = x*k;
}
• Distinct operators: if ( ) { } > < = * ;
• Distinct operands: k 2 3 x
• n1 = 10, n2 = 4, N1 = 13, N2 = 7
Halstead’s Metrics
• Amenable to experimental verification [1970s]
• Program length: N = N1 + N2
• Program vocabulary: n = n1 + n2
• Estimated length: = n1 log2 n1 + n2 log2 n2
– Close estimate of length for well structured programs
• Purity ratio: PR = /N
Program Complexity
• Volume: V = N log2 n
– Number of bits to provide a unique designator for each of the n items in the
program vocabulary.
• Difficulty
•

Program effort: E=D*V
– This is a good measure of program understandability
McCabe’s Complexity Measures
• McCabe‘s metrics are based on a control flow representation of the program.

Flow Graph Notation
While
Sequence

If-then-else

•
•
•

Until

A program graph is used to depict control flow
Nodes represent processing tasks (one or more code statements)
Edges represent control flow between nodes
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS803
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Quality Metric Analysis – Measures of Quality
Time:
50 Minutes
Lesson. No
8/8
1. Topics to be Covered: Software Quality Metric Analysis – Measures of Quality
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the measures of quality.
4. Outcome (s):
At the end of the lesson the students will be able to :

5. Link Sheet:
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
9. Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
10. Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
Application
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Sri Vidya College of Engineering and Technology
Virudhunagar – 626 005
Department of Computer Science and Engineering
Class:
IV CSE, VIII Semester
Subject Code: CS 2055
Subject:
Software Quality assurance
Prepared by
K.Palraj
Unit IV SOFTWARE QUALITY PROGRAM
Software Quality Program Concepts – Establishment of a Software Quality Program –
Software Quality Assurance Planning – An Overview – Purpose & Scope.
Textbook:
T1. Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing House,
Pvt, Ltd., New Delhi.
R2. Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd, 2004
Lesson Plan 1
Lesson Plan 2
Lesson Plan 3
Lesson Plan 4
Lesson Plan 5
Lesson Plan 6
Lesson Plan 7
Lesson Plan 8

Staff in-charge

K.Palraj, AP/CSE
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Software Quality Program concepts
Establishment of a Software Quality Program - Scope
Establishment of a Software Quality Program - Steps
Software Quality Assurance Planning – Contents
Software Quality Assurance Planning - Example
SQAP - An overview
SQAP - Purpose & Scope
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Introduction to Software Quality Program
Time:
50 Minutes
Lesson. No
1/8
1. Topics to be Covered: Introduction to Software Quality Program
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the basic concepts of SQA program
4. Outcome (s):
At the end of the lesson the students will be able to :
Define software quality program
Discuss the requirements for SQA program
Mention the contents of SQA plan.
5. Link Sheet: Software Quality, Program, Plan, Reviews & Inspections
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd
9. Application Establishment of SQA
K.Palraj, AP/CSE
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4.1 Introduction to Software Quality Program
The software quality program is an overall approach to influence and determine the level of
quality achieved in a software product. It consists of the activities necessary to:
• Establish requirements for the quality of a software product.
• Establish, implement, and enforce methodologies, processes and procedures to develop,
operate, and maintain the software.
• Establish and implement methodologies, processes, and procedures to evaluate the
quality of a software product and to evaluate associated documentation, processes, and
activities that impact the quality of the product.
Scope of the Software Quality Program
Requirements for the establishment and implementation of the project software quality
program must be defined and made public knowledge.
These requirements include
o Planning for and conducting assessments of the quality of the software.
o Planning for and conducting assessments of the quality of the documentation.
o Planning for and conducting assessments of the quality of workmanship of all
contractors (and subcontractors) for the software.
o Planning for and conducting assessments of the quality of all work which will need
to be performed for the on-going maintenance of the software.
o All deliverable and non deliverable items which are to be developed as part of the
project need to be clearly identified and labeled.
o All deliverable and non deliverable items which are to be purchased as part of the
project need to be clearly identified and labeled.
o The project may include client-supplied items which will need to be verified or
which will need to be included within another object.
o System boundaries, as regards items to be stored and released need to be clearly
defined
The foundation of a software quality program is not how well one can measure product
quality nor the degree to which one can assess product quality.
While these are essential activities, they alone will not attain the specified quality.
Quality can only be built in during the development process.
Software quality cannot be tested, audited, evaluated, measured, or inspected into the
product.
This is a concept that is not well understood by many software development organizations,
whether these be organizations that develop software for sale, develop software only for inhouse use, or develop software under a contractual arrangement.
Furthermore, it is not sufficient to pay attention to only the development aspects of the
software enterprise.
Once the quality has been built in, the operating and maintenance processes must not
degrade it. It is that understanding that lays the basis for the software quality program.
K.Palraj, AP/CSE
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The interaction of the software quality program with the other parts of the project elements,
as depicted in the figure, is necessarily complex.
That involvement is at all levels of the project organization and takes place throughout the
project's life.
In some cases, the software quality program directs the other activities; in other
circumstances, it can only influence those activities.
In any case, all the project activities, in some way, affect software product quality.
The software quality program includes both technical and management activities.
For instance, if we look at the element of the software quality program concerned with
methodologies for software development, enforcing these methodologies (in order to build
quality into the software) is a management activity, while the specification of the
methodologies is a technical activity.
SQA Plan- IEEE standard
1. Purpose
2. Reference documents
3. Management
4. Documentation
5. Standards, Procedures & conventions
6. Reviews & Audits
7. Configuration management
8. Problem reporting & Corrective actions
9. Tools, techniques & methodologies
10. Code control
11. Media control
12. Supplier control
13. Records collection, Maintenance & Retention
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Quality Program Concepts
Time:
50 Minutes
Lesson. No
2/8
1. Topics to be Covered: Software Quality Program Concepts
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the concepts for software quality program.
4. Outcome (s):
At the end of the lesson the students will be able to:
• List the elements of a software quality program
• Discuss the contents of a software quality program plan
• Define software quality program
5. Link Sheet: Software Quality
6. Evocation: (5 Minutes)

K.Palraj, AP/CSE
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd
9. Application Establishment of a software quality program
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4.2 Software Quality Program Concepts
The software quality program is an overall approach to influence and determine the level of
quality achieved in a software product. It consists of the activities necessary to:
• Establish requirements for the quality of a software product.
• Establish, implement, and enforce methodologies, processes and procedures to develop,
operate, and maintain the software.
• Establish and implement methodologies, processes, and procedures to evaluate the
quality of a software product and to evaluate associated documentation, processes, and
activities that impact the quality of the product.
The following figure illustrates the elements of a Software Quality Program.

•
•
•
•

The foundation of a software quality program is not how well one can measure product
quality nor the degree to which one can assess product quality.
While these are essential activities, they alone will not attain the specified quality.
Quality can only be built in during the development process.
Software quality cannot be tested, audited, evaluated, measured, or inspected into the
product.

K.Palraj, AP/CSE
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•
•
•
•
•
•
•
•
•
•

This is a concept that is not well understood by many software development organizations,
whether these be organizations that develop software for sale, develop software only for inhouse use, or develop software under a contractual arrangement.
Furthermore, it is not sufficient to pay attention to only the development aspects of the
software enterprise.
Once the quality has been built in, the operating and maintenance processes must not
degrade it. It is that understanding that lays the basis for the software quality program.
Figure 2 illustrates the elements of the software quality program and how it affects software
quality.
The interaction of the software quality program with the other parts of the project elements,
as depicted in the figure, is necessarily complex.
That involvement is at all levels of the project organization and takes place throughout the
project's life.
In some cases, the software quality program directs the other activities; in other
circumstances, it can only influence those activities.
In any case, all the project activities, in some way, affect software product quality.
The software quality program includes both technical and management activities.
For instance, if we look at the element of the software quality program concerned with
methodologies for software development, enforcing these methodologies (in order to build
quality into the software) is a management activity, while the specification of the
methodologies is a technical activity.

K.Palraj, AP/CSE
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Software Quality Program Plan
• The objective of the Software Quality Program Plan is to ensure that developing software is
evaluated to determine that the desired quality has been achieved.
• This is performed by creating a process to provide independent assessment of whether the
desired quality has been achieved.
• The plan shall be applicable for all software products and processes declared for use on a
specific software development project.
TITLE
CONTENTS
Body
o SCOPE
o REFERENCED DOCUMENTS
o ORGANISATION AND RESOURCES
o SOFTWARE QUALITY PROGRAM PROCEDURES, TOOLS and RECORDS
o NOTES
Title pages
The title page shall be laid out in accordance with the requirement in the documentation standard
and contain the following information:
SOFTWARE QUALITY PROGRAM PLAN FOR THE name of project.;
Document identifier including issue;
Date the document was formally approved;
The organization responsible for 'preparing' the document;
The organization requiring the document preparation;
A distribution statement;
Total number of pages comprising the document;
Any classification distribution requirements necessary.
CONTENTS
Contents
1. SCOPE
2. REFERENCED DOCUMENTS
3. ORGANISATION AND RESOURCES
4. SOFTWARE QUALITY PROGRAM PROCEDURES, TOOLS AND RECORDS
5. NOTES
1. SCOPE
The scope shall identify the specific program or project, state the purpose and provide an
introduction to the document.
2. REFERENCED DOCUMENTS
This section shall identify all the applicable and referenced documents which are required for the
specific program or project. Also, the order of precedence and availability (source) of the
documents shall be stated. Identify any contractual and non-contractual provisions.

K.Palraj, AP/CSE
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3. ORGANISATION AND RESOURCES
Section 3 defines the organization and resources necessary for a specific software development
project. It shall describe the organization(s) responsible for fulfillment of, and for ensuring
compliance with, Software Quality Program requirements. The authority and responsibility of each
organization and its relationship to other organizational entities (for example, configuration
management and control, systems engineering management, etc.,). A diagram shall be used to
illustrate the structure of the organization(s) performing Software Quality Program Activities and
their position within the project management system. If more than one organization is involved, the
precise structure and personnel of each organization and their interrelationships shall be specified.
Additionally a description of all resources necessary for successful performance of the
development will be defined in particular:
identify all acquirer facilities, equipment, software, and services necessary by title and
minimum services required;
a description of the number and skill levels of the personnel;
any other resources to be used by SQP activities.
A schedule for the SQP activities will be provided. For each activity, the schedule shall indicate
activity initiation, dependencies on other events (such as availability of draft documents), and
activity completion times. The schedule shall also show all key development milestones, such as
formal reviews, audits, and key meetings.
4. SOFTWARE QUALITY PROGRAM PROCEDURES, TOOLS and RECORDS
Section 4 defines the necessary SQP procedures, tools, and records.
Procedures used by SQP are as follows:
product reviews (internal, end-of-phase)
in-process reviews (peer reviews)
management review
process audits (internal)
Code walkthrough
Static code analysis (Risk Class 1)
FEMA (Risk Class 1)
Tools to be used in the SQP are:
Name, the identification number, version, and development status of the tools necessary to
complete the Software Quality Program.
Software Quality Records describe the plans for preparing, maintaining, and making available for
acquirer review, records of each SQP activity performed.
5. NOTES
The section 'NOTES' shall contain information of a general or explanatory nature that may be
helpful, but is not mandatory, for example, Acronyms, abbreviations, definitions, etc. used
throughout the document.

K.Palraj, AP/CSE
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Establishment of a Software Quality Program - Scope
Time:
50 Minutes
Lesson. No
3/8
1. Topics to be Covered: Establishment of a Software Quality Program - Scope
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the scope for establishing a software quality program.
4. Outcome (s):
At the end of the lesson the students will be able to :
Mention the requirements for establishing a software quality program.
Describe the professional ethics to be followed.
Discuss the top management contribution in establishing a software quality
program.
5. Link Sheet: Software quality
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd
9. Application
Quality improvement.
K.Palraj, AP/CSE
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4.3 Establishment of a Software Quality Program – Scope
The effective establishment of a quality assurance function in an organization is a complex
process.
To make an efficient establishment
o Ensure that the software was a success was not a trivial factor.
o The first suggestion was to appoint a skilled professional to look at what was going
on and create a feedback loop within the organization. This kind of loop is called
software quality assurance.
The program should be for the entire organization.
o First task – swift and accurate collection of data
o Second task – to develop a plan for quality.
o The major problems in assuring the level of systems are
 Error propagation
 Error fixing
Scope of the Software Quality Program
Requirements for the establishment and implementation of the project software quality
program must be defined and made public knowledge.
These requirements include
o Planning for and conducting assessments of the quality of the software.
o Planning for and conducting assessments of the quality of the documentation.
o Planning for and conducting assessments of the quality of workmanship of all
contractors (and subcontractors) for the software.
o Planning for and conducting assessments of the quality of all work which will need
to be performed for the on-going maintenance of the software.
o All deliverable and non deliverable items which are to be developed as part of the
project need to be clearly identified and labeled.
o All deliverable and non deliverable items which are to be purchased as part of the
project need to be clearly identified and labeled.
o The project may include client-supplied items which will need to be verified or
which will need to be included within another object.
o System boundaries, as regards items to be stored and released need to be clearly
defined.
Professional Ethics
SQA practitioners have access to confidential corporate data (such as trade secrets) and
confidential personal data.
The successful establishment of quality assurance is wholly dependent upon the cooperation
of the developers and management.
Personal and corporate confidences must be respected and handled with the utmost care.
K.Palraj, AP/CSE
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A Minimal QA Effort
What can be done when you can do only very little?
Something is better than nothing.
Concentrate efforts for greatest effect.
Most major system failures have been caused by interface problems.
Early error control(e.g. requirements)
Search for critical/ risky functions
Do not become involved in developing new tools/methods
Encourage developments cooperation.
Selling the Quality Plan
There are three primary reasons why management systems required for constant
improvements in quality and productivity.
Usually three barriers prevent top management from understanding and implementing
constant improvements in quality and productivity in all areas of their organization.
These barriers are as follows:
o Top management must understand more clearly the direct relationship of improved
quality to productivity and from there to lowering of costs and expenses.
 In most cases top managers are not being told why that is true in a way they
can understand and apply.
o Top management must understand that it controls the system and subsystems that
determine the performance of the people in the organization.
 In most cases, managers are not aware that these systems exist and that they
urgently require study and change.
o It is not clear to the management of most organizations that implementation of a
quality program is first of all dependent upon them
 The corollary is that the quality function can be effective, only if
implemented at all levels of the organization.
Achievement of top management comprehension of how quality leads naturally to
productivity is dependent upon supplying them with a coherent of what it means.
The technical definition proposed has three parts:
o Requirements.
o Client confidence.
o Constant improvement.
1) Requirements
o The organization must develop, manufacture and distribute consistently low-cost
products and services.
o More importantly, the products must be what customers believe they want.
2) Confidence
K.Palraj, AP/CSE
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o The products must be supplied at the level of reliability which matches the clients‟
needs
3) Constant improvement
o For the client to continue to perceive a supplier as a quality producer, constant
improvement of all products and all processes must be made an integral part of the
corporate culture.
There are three tools which accompany the five parts of software quality assurance.
These three tools are:
o Statistical surveys and tools
o Imagineering
o Industrial engineering
The five parts are:
o Quality planning
o Quality analysis
o Reviews and inspections
o Configuration management
o testing

K.Palraj, AP/CSE
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Establishment of a Software Quality Program - Steps
Time:
50 Minutes
Lesson. No
4/8
1. Topics to be Covered: Establishment of a Software Quality Program - Steps
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the steps for establishing a software quality program.
4. Outcome (s):
At the end of the lesson the students will be able to:
Mention the steps for establishing a SQP.
Discuss the development plan quality measures.
5. Link Sheet: Software quality
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd
9. Application
Quality improvement
K.Palraj, AP/CSE
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4.4 Establishment of a Software Quality Program - Steps
Establishing a Software Quality Program
The software quality principles can be expanded into the following steps:
1. Senior management establishes aggressive and explicit numerical quality goals.
2. The quality measures used are objective, requiring a minimum human judgment.
3. These measures are precisely defined and documented so computer programs can be written
to gather & process them,
4. A quality plan is produced at the beginning of each project. This plan commits to specific
numeric targets and it is updated at every significant project change and milestone.
5. These plans are reviewed for compliance with management quality goals. Where
noncompliance is found, replanning or exception approval is required.
6. Quality performance is tracked and publicized. When performance falls short of the plan,
corrective action is required.
7. Since no single measures can adequately represent a complex product, the quality measures
are treated as indicators of overall performance.
In implementing such a program, a quality plan is produced during the initial project planning
cycle. The plan is documented, reviewed, tracked, and compared to prior actual experience. Based
on these comparisons, one of three situations will occur:
The actual results will track just about on plan.
o As the plan meets management‟s goals and the goals are suitably aggressive, this is
the optimum result.
The actual results are significantly worse than the plan.
o This means that either the plan was more aggressive than the organization‟s current
capability or the organization is not doing well as it should.
The actual results are significantly better than the plan.
o From the motivational point of view, this can be the worst case.
o This can be corrected by revising the plan to present a challenge and then
establishing action plans to meet these new goals.
Development Plan Quality Measures
When the objective is to motivate superior development or maintenance performance,
defects are the most practical quality measure.
If defects are not measured, it is hard for the software professionals to take any other
measures very seriously.
The specific defect measures must be selected by each organization based on the data they
gather.
Normalization for program size is generally required. Defects per 1000 lines of source code
is generally the simplest and most practical measure for most organization.
The next issue is determining what defects to measure and over what period of time.
K.Palraj, AP/CSE
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Quality assurance Planning - Contents
Time:
50 Minutes
Lesson. No
5/8
1. Topics to be Covered: Software Quality assurance Planning - Contents
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the contents of SQA plan.
4. Outcome (s):
At the end of the lesson the students will be able to:
Discuss the planning for SQA
Describe the methods to ensure the activities carried out to meet out the plan.
Mention the various review techniques.
5. Link Sheet: Software Quality Program, Reviews & inspections
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd
9. Application
Quality Plan
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4.5 Software Quality Assurance Planning – IEEE standard
SQA Plan- IEEE standard
Purpose
Reference documents
Management
Documentation
Standards, Procedures & conventions
Reviews & Audits
Configuration management
Problem reporting & Corrective actions
Tools, techniques & methodologies
Code control
Media control
Supplier control
Records collection, Maintenance & Retention
1. Purpose
Specific purpose & Scope of SQA plan
Names the s/w products that it covers
Describes the use of s/w products
2. Referenced Documents
• Complete list of documents referenced for this plan
3. Management
• Three aspects
1. Organization
– Roles of team members & hierarchy
2. Tasks
– Preparing preliminary SRS
– Preparation of SC plan, SQA plan and SD plan
– Software requirements review
– Software design review
– Preparing a test plan
3. Responsibilities
– Quality manager responsibilities
– Quality personnel responsibilities
4.

Documentation
SRS – Software Requirements Specification
SDD –Software Design Description

K.Palraj, AP/CSE
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SVP – Software Verification Plan
SVR – Software Verification Report
Reference to Software standards
User guides, operators & programmer‟s manual
Configuration Management Plan
Software quality objectives
5. Standards, Practices & Conventions
Documentation standards
Logic structure standards
Coding standards
Commentary standards
6. Reviews & Audits
SRS review
Preliminary design review
Critical design review
Software verification review
Functional audit
Physical audit
In-process audits
Management reviews
7. Configuration Management
• Configuration identification
• Configuration control
• Configuration status accounting
• Configuration auditing
8. Problem reporting & corrective actions
Describe the system
Ensures that s/w problems documented & resolved
Closed-loop system
For each problem, corrective action and target completion date should be identified
Corrective actions will be authorized and activities undertaken will be documented
Management should monitor the status of all unresolved problems
9. Tools, Techniques & Methodologies
Software tools
State their purposes & uses
10. Code control
Implemented in conjunction with the library function
K.Palraj, AP/CSE
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Most recently authorized version
Correct version is submitted for testing
Large project require full time library function to take care of distribution of configuration
items
11. Media control & Back up
Media to be protected from unauthorized access or damage
Disaster recovery plan
Security threats
– Fire damage
– Water damage
– Energy variations
– Structural damage
– Pollution
– Unauthorized intrusion
– Viruses & worms
– Misuse of s/w, data & services
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Quality assurance Planning - Contents
Time:
50 Minutes
Lesson. No
6/8
1. Topics to be Covered: Software Quality assurance Planning 2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the planning process of SQA.
4. Outcome (s):
At the end of the lesson the students will be able to:
Discuss about the contents of SQA plan.
Explain the tasks to be performed by SQA team
Define the responsibilities of quality manger & quality personnel
5. Link Sheet: Software Quality Program
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha Science
International, Ltd
9. Application
QIC – Quality Improvement Cell
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4.6 Software Quality Assurance Planning - Example
Purpose
The purpose of this Software Quality Assurance Plan (SQAP) is to establish the goals, processes,
and responsibilities required to implement effective quality assurance functions for the Open
Source Project (OSP) 2008.
The SQAP provides the framework necessary to ensure a consistent approach to software quality
assurance throughout the project life cycle. It defines the approach that will be used by Software
Quality personnel to monitor and assess software development processes and products to provide
objective insight into the quality of the software. The systematic monitoring of OSP products,
processes, and services will be evaluated to ensure they meet requirements and comply with OSP
policies, standards, and procedures.
Scope
This plan covers SQA activities throughout all software development phases of the OSP 2008.
Reference Documents
The following documents were used or referenced in the development of this plan:
OSP Project Plan
Management
This section describes the management organizational structure, its roles and responsibilities,
and the software quality tasks to be performed.
Management Organization
OSP efforts are supported by Technical University of Kaiserslautern (see internal website for a
detailed organizational chart http://ksi-devlab/mediawiki-osp08). Relevant entities/roles that are
of interest and applicable to this SQAP and the software assurance effort are described at the
following subsections.
Project Manager
The OSP 2008 project manager (PM) is responsible for management of project objectives
and the project plan. The project manager is specifically responsible for the success of the OSP
project, including but not limited to cost, schedule, and quality.
Quality Assurer
The Quality Assurer (QA) is responsible for supporting the PM in the coordination of the
definition and implementation of a SQAP for the project.
The QA provides project management with visibility into the processes being used by the
software development teams and the quality of the products being built. The quality
maintains a level of independence from the project and the software developers. Risk and
problem escalation begins at the project level, and extends to the PM and the QA.
Responsibilities include, but are not limited to:
K.Palraj, AP/CSE
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 Develop and maintain the project SQAP
 Generate and maintain a schedule of software quality assurance activities
 Conduct process and product assessments, as described within this plan, using objective
criteria
 Identify and document noncompliance and problems for all software assurance related
activities
 Communicate results from assessments with relevant stakeholders
 Ensure resolution of noncompliance and escalate any issues that cannot be resolved
within the project
 Identify lessons learned that could improve processes for future products
 Develop and maintain metrics
Software Development Process
In this project an iterative process model is used to fulfill the goals of the project described in the
project plan.
According to the project plan, the development is divided into two major phases. In Fig. 1 the
process model is schematically pictured.
Software Development Process – Quality Assurance Plan
For the Quality Assurance Plan, the planning phase is again separated into two phases to get
a more strict separation between the “paperwork” and the executable system. Fig. 2 shows the
new schematic process model that is used.
In this project we use two categories of quality assurance techniques. At first there are
constructive quality assurance techniques. They are called constructive because their intent is
to avoid mistakes made by the developers. The idea is, if the techniques are used correctly, there
should be less severe defects in the upcoming system, because less conceptual defects are
present in the system. The other category insists of analytic quality assurance techniques. The
intent of these techniques is to reveal already existent defects in a program. There are kinds of
defects that can be revealed by both or one of them so both strategies are important.
There exist several methods for each technique that can be applied in specific phases of the
software development process.
Planning Phase
In the first phase, all requirements are in the focus of the development team. This phase is
important to be able to plan the increments and to be able to develop a flexible and well-suited
system architecture.
Constructive quality assurance techniques are a good choice for this phase. Therefore formal
inspections are used to check the requirements.
Intermediate Phase
The development of the system architecture can be seen as an intermediate step between planning
and development, because it logically belongs to both phases. It belongs to the planning phase
because all requirements have to be focused that the system‟s architecture is flexible enough to
be able to implement all requirements in an efficient way. It belongs to the development phase
K.Palraj, AP/CSE
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Planning phase
1. Define
requirements

2. Prioritize requirements
and plan increments

3. Develop system
architecture

Development phase
7. Validate System
(System finished?)

6. Integrate
increment

false

4. Develop
increment

5. Validate
increment

Figure 1: Schematic process model for iterative development used in this project
because the basic components of the architecture can already be developed. There could be
general components in the system, e.g. non-functional components that can already be
implemented. In this phase, constructive and analytic quality assurance techniques are used.
Intermediate Phase
The development of the system architecture can be seen as an intermediate step between planning
and development, because it logically belongs to both phases. It belongs to the planning phase
because all requirements have to be focused that the system‟s architecture is flexible enough to be
able to implement all requirements in an efficient way. It belongs to the development phase
because the basic components of the architecture can already be developed. There could be
general components in the system, e.g. non-functional components that can already be
implemented.
In this phase, constructive and analytic quality assurance techniques are used.
Development Phase
In the development phase, the defined iteration cycles are performed. In an iteration cycle, only
parts of the requirements are focused. Every iteration cycle has its own set of requirements that
have to be fulfilled. If an increment is developed, it has to be integrated into the base system.
In this phase, the focus is put on analytic quality assurance techniques.
Quality Assurance Tasks
This section summarizes the quality planning, control and steering tasks to be performed during
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the development of software. These tasks are selected based on the project plan, planned
deliverables, and identified reviews. The planned tasks include, but are not limit to:
 Quality planning
o Perform SQAP for the project
The current SQAP has been specified according to OSP project plan and based on
the IEEE STD 730-2002, IEEE Standard for Software Quality Assurance Plans, and
the NASA Software Quality Assurance Plan.
o
Review and update SQAP
At the beginning of each phase, QA should review the SQAP and update it
according to the project progress and corrective actions.
 Quality control
o Product assessment:
The product assessment start with the identification of the minimum
documentation required for the current project, approval mechanism and approval
criteria . It also includes reviews of the major work product
o Process assessment
The process assessments will be covered project planning, project monitoring and
control, reviews, requirements specification and management, architectural design,
coding, test design and execution, and risk management
 Quality steering
Software problem reporting and corrective actions
.
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for SQAP – An overview
Time:
50 Minutes
Lesson. No
7/8
1. Topics to be Covered: SQAP – An overview
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the procedures for planning for SQA.
4. Outcome (s):
At the end of the lesson the students will be able to :
Mention the factors that affect QA.
Explain the planning procedure for SQA.
5. Link Sheet: Software Quality Program
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
Quality Assurance Plan
R.Jeyanthi,AP/CSE
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SQAP – An Overview
SQAP – Description
• SQAP – a formal document
• Describes the activities by SQA team
• Describes managerial and technical procedures
• Applies to both development and maintenance of software
Document Organization
• Chapter 1 – paragraphs for purpose, scope and document organization
• Chapter 2 – listing of all of the documents that are directly referenced by the plan.
• Documents – applicable documents.
Best plan (according to ISO & CMM)
• If answered „Yes‟ for the following questions
– Does the SQAP apply to development & maintenance of critical software?
– For example, can failure impact safety or cause large financial or social losses?
– Must the SQAP state the specific purpose & scope of what is planned?
– Must names of all software products covered by plan be visited?
– Are all documents referenced in the text of the plan listed clearly?
SQA Plan – Management
• Includes
– Structure of quality assurance function
– Role of organizational body
Organization
• Responsible for fulfillment of and for ensuring compliance with the SQ program
requirements

R.Jeyanthi,AP/CSE
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Software quality planning worksheet #6-1
Item
#

Development
product

1

Quantity
specified

QA activity
(A, R, W, I)

Performed
on (%)

Performed
by

SSS

1

W

100

T,D

2

SSDD

1

W

100

T,D

3

SRS

5

A

80

Q

R

100

M

4

Document
delivery date

Test plan

1

R

Software
product

Full name

SSS

System subsystem specifications

SSDD

System /subsystem design document

SRS

Software requirements specification

TLD /DD

Top level design / detailed design

IRS

Interface requirements specifications

IDD

Interface design descriptions

SPS

Software Product specifications

Letter

Meaning

A

Audit

R

Peer review

W

Walkthrough

I

Inspection

D

Developers

T

Testers

C

Configuration management

M

Management

Q

Quality Assurance
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Quality tasks
• Defines the roles of each individual in organization
• Specific tasks assigned to each role
• Quality schedule || development schedule
• For each activity and task, indicate
– activity initiation
– Dependencies on other events
– Expected activities completion times
Responsibilities
• Final quality of product
• Any intermediate deliverables
• Configuration management
A Minimal QA effort
• Concentrate efforts for greatest effect
– System problems due to interface problems
– Early error control requirements
– Search for critical & risky functions
• Don‟t become involved in developing new tools & methods
• Encourage developer‟s cooperation
– Retail emphasis on documents and documentation
– Provide for a formal hand over policy for all systems
– Consider arrangements for exchanging and sharing of information
Factors affecting the SQA effort
• Size of the system
• Criticality of the system
• The cost of correcting errors
• Type of release
• Relationship with the user
The critical personnel question
• QA is never a trivial job
• Seven keys to leadership
– Trust your subordinates
– Develop a vision
– Keep your cool
– Encourage risk
– Be an expert
– Invite dissent
– Simplify
10 Fundamental requirements
• Acceptance of the quality process
R.Jeyanthi,AP/CSE
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•
•
•
•
•
•
•
•
•

Management commitment to the improvement process
Belief that there is always room to improve what is being done
Belief that preventing problems is smarter than reacting to them
Management focus, leadership and participation
A performance std of zero defects
Participation by all employees, as individuals or groups
Focus improvement on processes, not people
Belief that suppliers work with you, when your needs are understand
Recognition and reward for successes

Corporate viewpoints
• Obtain commitment by senior management
• Establish an improvement council
• Obtain total management participation
• Secure team participation
• Obtain individual involvement
• Establish system/product/process improvement teams
• Develop and direct supplier involvement activities
• Establish the systems QA activity
• Develop long-range quality strategy & short-range quality goals
• Establish a recognition and reward system
Ways to kill QA
• Trying for too many technical “niceties”
• Too much time spent stopping rather than preventing, defects
• What happens when effort is wasted?
• Sometimes, management has a problem with the mathematical kid
• The British are “always complaining about the government, but no one does anything”
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for SQAP – Purpose & Scope
Time:
50 Minutes
Lesson. No
8/8
1. Topics to be Covered: SQAP – Purpose & Scope
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the purpose and scope of SQAP.
4. Outcome (s):
At the end of the lesson the students will be able to :
Describe the purpose of SQAP
Discuss the requirements that motivate SQAP.
5. Link Sheet: Software Quality Assurance Plan
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, “Software Quality”, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, “Software Quality Assurance: Principles and Practice”, Alpha
Science International, Ltd
9. Application
SQA Plan
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SQAP – Purpose & Scope
Documentation Set
• Software Requirements Specification (SRS)
• Software Design Description (SDD)
• Software Verification & Validation Plan(SVVP)
• Software Verification & Validation Report(SVVR)
• User documentation
• Software Configuration management plan (SCMP)
• Software Test Plan
• Software Test Report
Additional documents
• SDP – S/w Development Plan
• S&PM – Standards and Procedures manual
• SPMP – Software Project Management Plan
• SMM – Software Maintenance Manual
S/w Requirements Specification (SRS)
• Describes
– Capabilities
– States
– Functionality
• Prepared for deliverable & non-deliverable
Software Design Description(SDD)
• Describes major components & subcomponents of the s/w including
– Databases
– Internal interfaces
Software Interface documentation
• Describes capabilities and functionalities of all interfaces between any two components
of the system.
Software Test documentation
• Includes
– Test procedures
– Test case specifications
• Software test documents include:
– Test design specification
– Test log
– Test summary report
R.Jeyanthi,AP/CSE
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Software development plan
• No good standard for this.
• ISO 9000 does not require it.
User documentation
• Specify and required inputs, options and other user activities
• Has two objectives
– Tutorial objective – to train the user to get the most helpful and accurate service
from the system
– On-going reference – for usage of the system
Document Distribution
• Process interface to configuration management
• Distribution to internal project personnel
• Distribution to external project personnel
• Security limitations of documents
Standards, Practices, Conventions & Metrics
Required information
• Documentation
• Variable & module naming
• Software programming standards
– Logic structure standards
– Coding standards
– Commentary standards
• Software inspection standards
• Software testing standards & procedures
• Software quality metrics
Metrics
• Productivity – goods / services produced per unit of labor & expense
• Metrics – collection & use of data which reflect productivity and quality of products
produced
• Software quality metrics must include
– Branch metric
– Decision point metric
– Domain metric
– Error message metric
– Requirements demonstration metric
QA Techniques
• Reviews
– Auditing
R.Jeyanthi,AP/CSE
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•
•
•

•
•
•
•

– Inspection
– Reviewing
– walkthroughs
Standardization
Simulation
Testing
– Acceptance testing
– System testing
– Functional testing
– Logical testing
– Path testing
– Stress testing
– Regression testing
Analytical modeling
Execution analysis
Independent verification, validation & testing (IVV&T
Correctness proofs

Reviews & Audits
Overview of S/w Project reviews
• Principles for review section:
– Establishing what reviews are needed by the project?
– What documents / deliverables should each review be examining?
– What should be the results of the review?
Reviews during the project

Procedural Description Template

Critical

S.No

Template contents

1

Objective

2

Abstract

3

Special responsibilities

4

Input

5

Entry criteria

6

Procedures

7

Exit criteria

8

Output

9

Auditability

Project
dependent

SRR

PTR

PDR

CTR

CDR
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Management Review Process
• Objectives
– Making activities progress according to plan
– Changing project direction
– To identify the need for alternative planning
– Maintaining global control of the project through adequate allocation of resources
Management review inputs
• Statement of objectives
• List of issues to be addressed
• Current project schedule & cost data
• Report from other reviews or audits
• Reports of resources assigned to the project
• Data on s/w elements completed
Entry criteria
• Authorization
– Initially established in appropriate project planning documents
• Initiating event
– Would be when the review leader establishes or confirms a statement of
objectives
Management review functions
• Planning
• Overview
• Preparation
• Examination
• Rework
• Exit criteria
• Management review report
Technical review Process
• Objectives
• Special responsibilities
– Leader
– Recorder
– Team member
• Technical review input
• Entry criteria
• Procedure
• Technical review output
• Auditability
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Sri Vidya College of Engineering and Technology
Virudhunagar – 626 005
Department of Computer Science and Engineering
Class:
IV CSE, VIII Semester
Subject Code: CS 2055
Subject:
Software Quality assurance
Prepared by
K.Palraj
Unit V SOFTWARE QUALITY ASSURANCE STANDARDIZATION
Software Standards–ISO 9000 Quality System Standards - Capability Maturity Model and the Role
of SQA in Software Development Maturity – SEI CMM Level 5 – Comparison of ISO 9000 Model
with SEI’s CMM
Textbook:
T1. Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing House,
Pvt, Ltd., New Delhi.
R2. Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd, 2004
Lesson Plan 1

Introduction

Lesson Plan 2

Software Standards

Lesson Plan 3

ISO 9000 Quality system standards

Lesson Plan 4

ISO 9000 Quality system standards – S/w development
challenge

Lesson Plan 5

Capability Maturity Model

Lesson Plan 6

Capability Maturity Model – Internal Structure

Lesson Plan 7

Role of SQA in software Development Maturity

Lesson Plan 8

Role of SQA in software Development Maturity

Lesson Plan 9

SEI CMM Level 5 – High Maturity Organizations

Lesson Plan 10

SEI CMM Level 5 – CMMI

Lesson Plan 11

Comparison of ISO 9000 Model with SEI’s CMM

Staff in-charge
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Introduction to Software Quality Assurance Standardization
Time:
50 Minutes
Lesson. No
1/11
1. Topics to be Covered: Introduction to Software Quality Assurance Standardization
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the quality standardization concepts.
4. Outcome (s):
At the end of the lesson the students will be able to :
Define standard
List the software standards
5. Link Sheet: Software Quality, Policy, Procedure
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Software Standards
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5.1 Introduction to Software Quality Assurance Standardization
Standards
• A standard is a rule/basis for comparison that is used to assess the size, content, value, or
quality of an object/activity.
• Two kinds of software standards
– 1st – nature of object to be produced.
– 2nd – the work is to be defined.
• Standards for
– Languages
– Coding conventions
– Commenting
– Change flagging
– Error reporting
ISO 9000 Standards
ISO 9000 Standards
o Define the required elements of an effective quality management system
o Can be applied to any company
o Adopted by the United States as the ANSI/ASQC Q90 series.
Revised 2000 – wider applicability
ISO 9000-3 Model
ISO 9000-3 divides the elements of its quality system model into three parts: a framework,
the supporting structures, and the life cycle activities. The terminology of 9000-3 is
software development-oriented, rather than manufacturing-oriented. Nevertheless, all of
9001’s requirements are covered by 9000-3.
ISO 9000-3, Primary Areas of Concern
The ISO 9000 Approach to Quality Systems for Software Development, describes some of
the primary areas of concern in 9000-3. These include configuration management, change
control, development planning, quality planning, design and implementation, testing and
validation, and maintenance
CMM
CMM: Capability Maturity Model
Developed by the Software Engineering Institute of the Carnegie Mellon University
Framework that describes the key elements of an effective software process
Describes an evolutionary improvement path for software organizations from an ad hoc,
immature process to a mature, disciplined one.
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Provides guidance on how to gain control of processes for developing and maintaining
software and how to evolve toward a culture of software engineering and management
excellence.
Internal Structure to Maturity Levels
Except for level 1, each level is decomposed into key process areas (KPA)
Each KPA identifies a cluster of related activities that, when performed collectively,
achieve a set of goals considered important for enhancing software capability.
o commitment
o ability
o activity
o measurement
o verification
Organization Growth and Maturity
Organization maturity is not an indication of the age of the group. It can be defined as a measure of
the formality of the processes used by software development. For healthy organizations, the role slowly
evolves through the maturity levels. The level of maturity of the organization roughly correlates with the
role of the software quality group.
The relationship of the software quality assurance group role to SEI's Capability Maturity Model
(CMM) is shown in Figure 3. For each level of maturity, the roles for the software quality group is
shown. The majority of organizations are at level 1 or 2, with a few delving into metrics and process
and risk management.
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for Software Standards
Time:
50 Minutes
Lesson. No
2/11
1. Topics to be Covered: Software Standards
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the software standards concepts
4. Outcome (s):
At the end of the lesson the students will be able to:
Define software standard.
List some software standards.
Mention the requirements of standards.
5. Link Sheet: Quality
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
K.Palraj,AP/CSE
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8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Standards development
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5.2Software Standards
Standards
• A standard is a rule/basis for comparison that is used to assess the size, content, value, or
quality of an object/activity.
• Two kinds of software standards
– 1st – nature of object to be produced.
– 2nd – the work is to be defined.
• Standards for
– Languages
– Coding conventions
– Commenting
– Change flagging
– Error reporting
Examples of software standards
• SQA plans
• S/w development notebooks
• S/w development plans
• S/w reviews and audits
• S/w requirements
• S/w design documentation
• S/w test plans
• SQA reviews
• SCM
• Problem reporting/corrective action
• S/w documentation
Defintions
• Software terms fall into the following groups
• Authoritative direction on what is to be done
• Policy – principle used as basis for regulation
• Regulation - rule, law /instruction
• Specification – precise & verifiable description of the characteristics of a
product.
• Characterization of how a task is to be performed.
• Guideline – suggested practice
• Procedure – defined way to do something
• Standard - rule or basis for comparison
• Ways to which tasks are accomplished
• Convention – general agreement on practices
• Method – regular, orderly procedure/process of performing a task
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•
•

Practice – usual procedure/process typically a matter of fact
Process - to perform some activity

Reasons for software standards
• For establishing common support environments.
• Promote the consistent use of better tools and methods.
• SQA people need approved standards and procedures to do their work.
Benefits of Software Standards
• Key to a program’s success.
• Saves great deal of money in development and support
• Example : In the case of IBM’s OS/360, a standard assembler language permitted
cooperative development by 13 laboratories in 6 countries.
Establishing Software standards
• Starts with an examination of the organization’s standards and procedure needs.
• These should be considered in 3 categories
1. Management and planning standards and procedures
 Configuration management
 Estimating and costing
 Software quality assurance
 Status reporting
2. Development process standards and methods
 Requirements specification
 Design
 Documentation
 Coding
 Integration and test
 Reviews, walkthroughs and inspections
3. Tool and process standards
 Product naming
 Size and cost measures
 Defect counting and recording
 Code entry and editing tools
 Documentation systems
 Languages
 Library system
The Standard Development Process
Standards development involves the following steps:
1. Establish a standards strategy that defines priorities and recognizes prior work.
2. Distribute, review and maintain this strategy.
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3. Select individuals or small working groups to develop the top priority standards.
4. This development effort should build on prior work where available, define the areas of
applicability, specify the introduction strategy and propose an enforcement plan.
5. The draft standards should be widely distributed and reviewed.
6. The standards should be revised to incorporate the review comments and then re-reviewed
if the changes are extensive.
7. The standards should initially be implemented in a limited test environment.
8. Based on this test experience, the standards should again be reviewed and revised.
9. Implement and enforce standards across the defined areas of applicability.
10. Evaluate the effectiveness of standards in actual practice.
Maintaining Standards
• Standards must be kept current.
• Standards should be modified and adjusted based on the experiences in using and enforcing
them
• The responsibility for maintaining each standard should be assigned to an individual or
group.
• The key responsibilities of standards maintenance are:
o Stay aware of standards implementation problems.
o Be a source of guidance and advice on using the standard.
o Maintain the standards baseline and control changes.
o Periodically review the standards to ensure their effectiveness and pertinence.
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Sri Vidya College of Engineering and
Technology
Department of Computer Science &
Engineering
Class
IV CSE
Subject Code
CS2055
Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for ISO 9000 Quality system standards
Time:
50 Minutes
Lesson. No
3/11
1. Topics to be Covered: ISO 9000 Quality system standards
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the ISO 9000 quality system standards.
4. Outcome (s):
At the end of the lesson the students will be able to:
Explain the working of ISO.
Mention the elements of ISO standards.
5. Link Sheet: Software standards
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Quality improvement.
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5.3 ISO 9000 Quality System Standards
What are ISO 9000 Standards?
ISO 9000 Standards
o Define the required elements of an effective quality management system
o Can be applied to any company
o Adopted by the United States as the ANSI/ASQC Q90 series.
Revised 2000 – wider applicability
Who created the standards?
International Organization for Standardization - Geneva
ISO tech committee - TC 176 started in 1979
Standards created in 1987
o To eliminate country to country differences
o To eliminate terminology confusion
o To increase quality awareness
How did ISO get started?
1906 - International Electro-technical Commission
1926 - International Federation of the National Standardizing Associations (ISA)
1946 London - delegates from 25 countries decided to create a new international
organization "the object of which would be to facilitate the international coordination and
unification of industrial standards
1947 - ISO began to officially function
1951 - The first ISO standard was published
o "Standard reference temperature for industrial length measurement".

What has ISO Accomplished?
ISO film speed code
Standard format for telephone and banking cards
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ISO 9000 which provides a framework for quality management and quality assurance
ISO 14000 series provides a similar framework for environmental management
Internationally standardized freight containers
Standardized paper sizes.
Automobile control symbols
ISO international codes for country names, currencies and languages
ISO 9000:2000 Consists of 3 Areas
ISO 9000:2000 Quality Management Systems: fundamentals and vocabulary
ISO 9001:2000 Quality Management Systems – Requirements (required for certification)
Management responsibility
Resource management
Product/service realization
Measurement, analysis, improvement
ISO 9004-2000 Quality Management Systems –Guidelines for performance improvement
ISO 9000 Family of Standards
ISO 8402 - QA and Quality management vocabulary
ISO 9000-2 - Generic guidelines for applying ISO 9001, ISO 9002, and ISO 9003
ISO 9000-3 - Guidelines for applying ISO 9001 to the
development, supply,
and maintenance of
software
ISO 9000-4 Application for dependability management
ISO 9004-2 Guidelines for services
ISO 9004-3 Guidelines for processed material
ISO 9004-4 Guidelines for quality improvement
ISO 9004-5 Guidelines for quality plans
ISO 9004-6 Guidelines for configuration management
Elements of the standards
Management responsibility
Resource management
Quality System
Contract Review
Design Control
Document Control
Purchasing
Purchaser-Supplied Product
Product Identification and Traceability
Process Control
Inspection and Testing
Inspection, Measuring and Test Equipment
Inspection and Test Status
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Control of Non-conforming product
Corrective Action
Quality Records
Internal Quality Audit
Training
Servicing
Statistical Techniques
Element Standard: Management Responsibility
Management must have a written policy statement of their commitment to quality. This
policy must be communicated to and understood by all employees.
Management must clearly define quality-related organizational responsibilities and
interrelationships.
A management representative must be assigned to oversee the implementation and
continuous improvement of the quality system.
Senior management must continually review the system.
Element Standard: Process Control
The company must identify all processes that directly affect the quality of the product or
service and ensure that these processes are carried out under controlled conditions,
including:
o Formal approval of process design and equipment.
o Documented work instructions.
o Development of quality plans describing how the process is to be monitored.
o A suitable working environment.
o Documented quality criteria.
Ten Steps to ISO Registration
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K.Palraj
Lesson Plan for ISO 9000 - The Software Development Challenge
Time:
50 Minutes
Lesson. No
4/11
1. Topics to be Covered: ISO 9000 - The Software Development Challenge
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the software development challenge for ISO 9000.
4. Outcome (s):
At the end of the lesson the students will be able to:
Discuss the role of ISO standard in software organization.
List the primary areas of concern of ISO 9000.
5. Link Sheet: Software quality
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Software standards
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5.4 The Software Development Challenge
ISO 9001 was designed to be a generic standard, applicable to any business. As a result, it may be
difficult to interpret the twenty requirements for a specific industry. In addition, 9001 has a
"manufacturing" focus. That is, it contains an unstated assumption that the primary challenge faced
by companies using the standard is to minimize variation in production processes so they may
produce dozens, if not hundreds or thousands, of identical (or nearly so) items.
On the other hand, research and development organizations focus on design, where product design
and development represent the major activities, as opposed to product reproduction. (Of course,
designing products for manufacturability may be an important aspect of product design.) While the
goal of the quality assurance systems for manufacturing organizations and research and
development groups are similar–minimizing variation–the challenges faced when crafting an
appropriate quality assurance system differ due to the nature of activities conducted in each type of
organization. Computer software development has unique characteristics within research and
development and engineering disciplines, further challenging the design of ISO-complaint quality
assurance systems.
These software-specific differences include the intangible nature of the software product, potential
complexity of the software, potential complexity in the interaction among software subsystems and
software—hardware subsystems, and a unique product life cycle. To help address the additional
challenges faced by software development organizations, ISO developed 9000-3, a guidance
document designed to assist software development organizations seeking to create ISO-compliant
quality assurance systems.
Computer software’s ethereal nature creates challenges in project management and tracking. The
inherent complexity of many software products creates design challenges as well as testing
problems. It may be difficult to assess the "goodness" of a design. In addition, because of the huge
number of possible execution thread permutations, testing a software product adequately may
prove troublesome. Furthermore, because software products never wear out, their persistence can
create configuration, maintenance, and support problems not encountered by other types of
products.
The Role of ISO 9000-3
Because it is a guidance document, 9000-3 is not an auditable standard. Rather, it includes areas of
concern that, when addressed by a software development organization, fulfill 9001’s requirements.
As a result, auditor’s cannot issue non-conformances against the paragraphs in 9000-3. ISO 9001
remains the quality system standard–9000-3 simply represents one model for complying with the
standard.
The quality assurance system model contained in 9000-3 is essentially a management model and,
therefore, is technology-independent. As a result, it may be used as is regardless of the technology
used in the development environment or the product hardware and software.ISO 9000-3 provides
insight into the scope of activities covered by the ISO 9001 model. It states that software is
independent of the medium on which it is recorded. Consequently, 9000-3 may be applied to
"hardware" development activities including firmware, gate arrays, programmed logic arrays,
silicon compilers, and hardware description languages. In addition, software products include all
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documentation and data that are delivered to a user. So the creation of user manuals and other
customer documentation is covered by 9000-3 as well.
ISO 9000-3 Model
ISO 9000-3 divides the elements of its quality system model into three parts: a framework, the
supporting structures, and the life cycle activities. The terminology of 9000-3 is software
development-oriented, rather than manufacturing-oriented. Nevertheless, all of 9001’s
requirements are covered by 9000-3.
ISO 9000-3, Primary Areas of Concern
The ISO 9000 Approach to Quality Systems for Software Development, describes some of the
primary areas of concern in 9000-3. These include configuration management, change control,
development planning, quality planning, design and implementation, testing and validation, and
maintenance.
Configuration Management
The purpose of configuration management is to ensure each build of a product is derived from the
correct version of every source file. These requirements apply to all software products, including
customer documentation and manuals. A configuration management plan should identify the
activities to be carried out and the tools, techniques, and methods to be used.The plan should
determine the stage at which items will be brought under configuration control. Each software item
should be identified uniquely and each item’s build status should be identified. The version of each
software item required to construct each version of the product should be specified.
Change Control
Change control helps managers balance customer needs, technical capability, and additional
resource requirements for modifications to the product. It helps prevent the late introduction of new
requirements in the development cycle Change control also ensures all parties affected by a change
are notified. Procedures should be developed to identify, document, review, and authorize any
changes to items under configuration management. It should be possible to trace approved changes
and subsequent modifications to all affected items, from change initiation through release. Changes
are often initiated by engineering change orders (ECOs) also known as modification requests,
initiation requests, etc. A review board typically reviews the ECOs, prioritizes them, and decides
whether to accept immediately, defer, or reject the requests based on previously established
criteria.
Development Planning
A development plan provides a unified view of the activities required to complete a project. It
includes identification of the activities to be performed, the resources required for each activity,
and the timing of and coordination of each activity. Risk analysis and contingency planning should
be included as part of the development planning process.
A development plan should define the development stages to be carried out for each project, the
required inputs and outputs for each phase, and the verification procedures for each phase. The
development plan should include a schedule, describe the mechanisms for tracking progress, and
outline organizational responsibilities and work assignments. The development plan should identify
related project plans such as the quality plan, integration plan, test plan, maintenance plan, and
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configuration management plan. The development plan provides the basis for tracking project
progress. Completion of milestones should be recorded and progress should be compared to the
development plan schedule on a regular basis. Slippages should be identified and the plan should
be updated to accommodate additional resources required, including time, personnel, and
equipment. If the shipping date will be changed, affected departments and customers should be
notified so they may plan accordingly.
Quality Planning
The purpose of a quality plan is to determine a project’s quality goals before development starts.
This information helps direct the testing and validation effort and determines whether or not a
product has achieved its quality goals and, therefore, is ready to be shipped to customers. In the
absence of a quality plan, products are often shipped at the schedule’s end date without regard to
product quality. A quality plan should state the project quality goals–in measurable terms, when
possible. It should define the input and output criteria for each development phase and identify the
test and verification activities to be carried out for each phase. The plan should also identify those
who are responsible for and have authority for the quality assurance activities performed.
Design and Implementation
The reasons for using a design and implementation methodology include use of common language
to express and evaluate designs, consistent approach among projects, and elimination of haphazard
development. Projects of different size and complexity may elect to use different design methods
and degrees of formality. However, ISO 9000-3 suggests that a systematic design methodology
appropriate for the software product being developed should be identified and used. Design and
coding rules and conventions should be identified. Reviews should be carried out to ensure the
product requirements are met and the methods identified are employed appropriately.
Testing and Validation
A test plan identifies the levels and types of tests to be run on a product, the resources required, the
schedule, and the required inputs and expected outputs for each test case. 9000-3 recognizes that
several types of testing may be necessary to adequately exercise a product, such as unit,
integration, system, and acceptance testing.The test plan should include descriptions of test
environments, tools, software, and documentation needed. The required version of each software
and hardware component in the test environment should be specified. The inputs and expected
results for each test case should be documented. Completion criteria for each level of testing should
be described.
Maintenance
Because the maintenance phase of a product is likely to last much longer than the original product
design and development, this phase should consist of a carefully planned set of activities. A
maintenance plan should identify support organizations, activities covered under the plan, the
records and reports produced, and release procedures for distributing and installing customer
updates. The maintenance plan should cover problem resolution, interface modifications, and
functional enhancement for the product.
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Lesson Plan for Capability Maturity Model
Time:
50 Minutes
Lesson. No
5/11
1. Topics to be Covered: Capability Maturity Model
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the CMM standard.
4. Outcome (s):
At the end of the lesson the students will be able to:
Define CMM.
List the levels of CMM.
5. Link Sheet: ISO 9000
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Software Standards
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5.5 Capability Maturity Model
CMM
CMM: Capability Maturity Model
Developed by the Software Engineering Institute of the Carnegie Mellon University
Framework that describes the key elements of an effective software process
Describes an evolutionary improvement path for software organizations from an ad hoc,
immature process to a mature, disciplined one.
Provides guidance on how to gain control of processes for developing and maintaining
software and how to evolve toward a culture of software engineering and management
excellence.
Process Maturity Concepts
Software Process
o set of activities, methods, practices, and transformations that people use to develop
and maintain software and the associated products (e.g., project plans, design
documents, code, test cases, user manuals)
Software Process Capability
o describes the range of expected results that can be achieved by following a software
process
o means of predicting the most likely outcomes to be expected from the next software
project the organization undertakes
Software Process Performance
o actual results achieved by following a software process
Software Process Maturity
o extent to which a specific process is explicitly defined, managed, measured,
controlled and effective
o implies potential growth in capability
o indicates richness of process and consistency with which it is applied in projects
throughout the organization
CMM Levels
Maturity level indicates level of process capability. There are five levels of software process
maturity. They are
o Initial
o Repeatable
o Defined
o Managed
o Optimizing
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Level 1: Initial
Initial : The software process is characterized as ad hoc, and occasionally even chaotic. Few
processes are defined, and success depends on individual effort.
o At this level, frequently have difficulty making commitments that the staff can meet
with an orderly process
o Products developed are often over budget and schedule
o Wide variations in cost, schedule, functionality and quality targets
o Capability is a characteristic of the individuals, not of the organization
Level 2: Repeatable
Basic process management processes are established to track cost, schedule, and
functionality. The necessary process discipline is in place to repeat earlier successes on
projects with similar applications.
o Realistic project commitments based on results observed on previous projects
o Software project standards are defined and faithfully followed
o Processes may differ between projects
o Process is disciplined
o earlier successes can be repeated
Level 3: Defined
The software process for both management and engineering activities is documented,
standardized, and integrated into a standard software process for the organization. All
projects use an approved, tailored version of the organization’s standard software process
for developing and maintaining software.
Level 4: Managed
Detailed measures of the software process and product quality are collected. Both the
software process and products are quantitatively understood and controlled.
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o Narrowing the variation in process performance to fall within acceptable
quantitative bounds
o When known limits are exceeded, corrective action can be taken
o Quantifiable and predictable
– predict trends in process and product quality
Level 5: Optimizing
Continuous process improvement is enabled by quantitative feedback from the process and
from piloting innovative ideas and technologies.
Goal is to prevent the occurrence of defects
o Causal analysis
Data on process effectiveness used for cost benefit analysis of new technologies and
proposed process changes
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1. Topics to be Covered: CMM – Internal Structure
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the internal structure of CMM model.
4. Outcome (s):
At the end of the lesson the students will be able to:
Define key process area.
List the maturity levels of CMM.
5. Link Sheet: Quality standards.
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
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House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Standards development.
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5.6 CMM – Internal Structure
Internal Structure to Maturity Levels
Except for level 1, each level is decomposed into key process areas (KPA)
Each KPA identifies a cluster of related activities that, when performed collectively,
achieve a set of goals considered important for enhancing software capability.
o commitment
o ability
o activity
o measurement
o verification

Key process Areas by Maturity level
Level 2 KPAs
Requirements Management
o Establish common understanding of customer requirements between the customer
and the software project
o Requirements is basis for planning and managing the software project
o Not working backwards from a given release date!
Software Project Planning
o Establish reasonable plans for performing the software engineering activities and for
managing the software project
Software Project Tracking and Oversight
o Establish adequate visibility into actual progress
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o Take effective actions when project’s performance deviates significantly from
planned
Software Subcontract Management
o Manage projects outsourced to subcontractors

Software Quality Assurance
o Provide management with appropriate visibility into
– process being used by the software projects
– work products
Software Configuration Management
o Establish and maintain the integrity of work products
o Product baseline
o Baseline authority
Level 3 KPAs
Organization Process Focus
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o Establish organizational responsibility for software process activities that improve
the organization’s overall software process capability
Organization Process Definition
o Develop and maintain a usable set of software process assets
Ø stable foundation that can be institutionalized
Ø basis for defining meaningful data for quantitative process management
Training Program
o Develop skills and knowledge so that individual can perform their roles effectively
and efficiently
o Organizational responsibility
o Needs identified by project
Integrated Software Management
o Integrated engineering and management activities
o Engineering and management processes are tailored from the organizational
standard processes
o Tailoring based on business environment and project needs
Software Product Engineering
o technical activities of the project are well defined (SDLC)
o correct, consistent work products
Intergroup Coordination
o Software engineering groups participate actively with other groups
Peer Reviews
o early defect detection and removal
o better understanding of the products
o implemented with inspections, walkthroughs, etc
Level 4 KPAs
Quantitative Process Management
o control process performance quantitatively
o actual results from following a software process
o focus on identifying and correcting special causes of variation with respect to a
baseline process
Software Quality Management
o quantitative understanding of software quality
– products
– process
Level 5 KPAs
Process Change Management
o continuous process improvement to improve quality, increase productivity, decrease
cycle time
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Technology Change Management
o identify and transfer beneficial new technologies
– tools
– methods
– processes
Defect Prevention
o causal analysis of defects to prevent recurrence
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Lesson. No
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1. Topics to be Covered: Role of SQA in Software Development maturity
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the role of SQA in Software Development maturity.
4. Outcome (s):
At the end of the lesson the students will be able to:
Mention the roles of quality group.
List the types of quality groups.
5. Link Sheet: Software Quality
6. Evocation: (5 Minutes)
Type
Purposes
Activities
Roles
1

Test Products

Test development,
test execution

Testers; extension of
development

2

Measure Products

Test oversight,
reporting results

Measurers; Quality
hurdle

3

Measure Processes
Define Processes

Metrics
Process and Risk
management

Information Engineers
Quality and Process
Engineers

4

5
Guidance Resource
Quality Reference
Quality Engineers
7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Quality Standards
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5.7 The Role of the SQA in Software Development maturity
Introduction
The purpose, or mission, of software quality organizations ranges from testing products to providing
information and expertise about the product and development process. The group may also provide
knowledge and training on product testing, process creation and management, toolsets, and metrics.
Various tasks for the software quality group are covered, and the order in which they typically appear
as the organizations grow and mature is outlined. This provides a foundation for understanding the value
of the quality assurance organization and the contribution they make to the product and process quality.
The roles of software quality assurance can be described with the tasks they undertake. The roles
range from acting as an extension of development for debugging software products, to development
process definition and control. Verification and validation, acceptance testing, measurement and
metrics, and process consulting are also roles that software quality groups sometimes assume. The
various charters that the organization may assume are described, and the impact on quality is addressed
for each charter.
As the organizations grow and change, the needs and roles also change. Depending on the type of
product and organization itself, the life cycles may differ and the tasks done by the quality organization
evolve.
The evolution takes familiar tracks, following patterns based upon the maturity of the
organization and other factors.
The SEI Maturity Model and other standards are relevant in
understanding the importance and roles for the quality group.

Quality Group Purposes and Roles
Figure 1 shows the basic purposes, roles, and activities established for software quality groups.
Although an organization may fit the description well at one time, it is likely to change as the organization
evolves and matures. It is also likely that any given quality group has characteristics of many of the
organizations. Generally, however, there is one primary or predominant theme in the group.
When the goal of the organization is to test products, the group usually acts as an extension of the
development organization in performing a debugging function. This is shown as the Type 1 row in
Figure 1. The group's primary activities are to develop and run tests, with the primary emphasis on
reporting defects. The majority of time is generally spent running the tests and reporting the results.
This role gives the most tangible and obvious results, yet is the least leveraged and thus the least
productive. Most organizations encountered in industry begin with this goal, and often even well
established groups are relegated to being only testers.
This first type of group is doing quality control; acting as a filter for products to ensure that only
products with acceptable levels of errors are delivered. The activities are reactive, responding to past
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events, and the only real power in the organization has is in stopping products from being delivered. In
the most extreme case, the group is acting as a debugging function for development, with little or no
effect on the cause of quality in the software. The functioning of the group as quality assurance doesn't
begin until the group is operating as a type 3, 4, or 5.
Another, more subtle version of the testing goal is to measure the quality of products. this is shown
as Type 2 in the table. This differs from simply testing in the group's arms-length relationship with the
testing and the data, and emphasis within the organization on achievement of specific levels of quality.
The quality group often does not do the primary testing, but rather oversees and reports on the results of
other groups' activities. Although they may act in a more advisory capacity, the focus in Type 2 is still
on testing and measuring the quality through product defects. Both forms of organizations have been
observed, performing arms-length tests and recording the results from other groups' testing.
Often the Type 2 organization is gathering enough data on the product that good quantitative
decisions and predictions can be made. This sometimes results in the group functioning as a "quality
hurdle"; a quality level to be achieved before the product can be released. Depending on how the
acceptable quality levels are determined, and the way the group interacts with other organizations, this
can be a large step forward from a Type 1 group.
A different focus for the quality group occurs when they concentrate more on the organization's
processes, rather than the products. This often occurs when the organization focuses on metrics
programs and expands beyond the nebulous "defects happen" theory into an understanding that "defects
are built in". This is the Type 3 organization. The role of the quality group becomes more general, that
of information brokers seeking insights from whatever data is obtainable. Metrics programs change the
role of the quality group to information engineers; applying the data to understand and improve the
organization. Few quality organizations have progressed to using sophisticated metrics, and even fewer
have been successful in applying them to predict program and process behavior.
Type
Purposes
Activities
Roles
1

Test Products

Test development,
test execution

Testers; extension of
development

2

Measure Products

Test oversight,
reporting results

Measurers; Quality
hurdle

3

Measure Processes

Metrics

Information Engineers

Define Processes

Process and Risk
management

Quality and Process
Engineers

Guidance Resource

Quality Reference

Quality Engineers

4
5

Figure 1: Types of Quality Groups
When process definition is the goal, the quality organization performs more of a role of quality and
process engineering. They assess risks and design processes to reduce the risks and increase the
quality. This becomes more of a management approach than a technical one. Organizations often form
a separate group for process engineering, but this is different from the quality group concentrating on
ensuring that the process is properly defined, measured, and controlled.
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As a guidance resource, the quality group provides expertise and reference information so others in
the organization can effectively do their jobs and improve quality. This reference information includes
how-to as well as what-to guides, and measures of quality and their meanings. This is more than armslength measurement and reporting, but provides guidance, training, and assistance in issues relating to
quality throughout the organization.
Software Development Life Cycles
Several Software Development Life Cycles (SDLC) are described in Figure 2, and situations where
they are most applicable and effective are shown. The SDLCs used in organizations include those
shown and variations created to address specific organizations' needs. The appropriateness for the life
cycles is shown in relation to the stability and understanding of product requirements. It is these
requirements and their characteristics that appear to be the underlying driver of life cycle selection.
For example, the classic waterfall approach to software development is most appropriate when the
requirements can be fully known before beginning development, and they don't change substantially
during the product development. If they change substantially, a spiral approach is more likely to fit the
organization's needs. Variations are usually developed for customization to the unique organizational
requirements. Variations are required for situations such as when the requirements are initially known
but subject to change.
Product Requirements

Life Cycle

Known, unchanging

Waterfall

Unknown, changing

Prototyping

Unknown, unchanging

Spiral

Known, unchanging

Decomposition/Integration

Known, provable

Cleanroom

Unknown

Fourth Generation Techniques

Figure 2: Most Appropriate Software Development Life Cycles
Based Upon Product Requirements
The role of the quality group is independent of the life cycle involved. The role is primarily a
function of the maturity of the organization and the appropriateness of the life cycle model. The specific
activities differ on a technical level, but the various possible roles remain the same, and the progression
and evolution usually occur in the same ways. Problems occur in an organization when the wrong life
cycle is chosen for a project, and in these instances the quality of the product is generally low, and the
role of the quality group is relegated to testing.
The incorrect choice of life cycle causes wasted effort and frustration among the project members.
It also results in lower quality for the product. For example, changing requirements frequently when
using a waterfall approach causes respecification, redesign, recoding, and retesting. The fixes to
accommodate the changes cause the quality to drop and the code to age quickly. In these situations, it
is also impossible to properly plan for the testing. This means continual rewriting of test cases and
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rerunning of the test suites. The quality group does not have time to properly plan and create stable
measures of quality. Similar problems occur whenever a poor fit is chosen for the life cycle approach.
Organization Growth and Maturity
Organization maturity is not an indication of the age of the group. It can be defined as a measure of
the formality of the processes used by software development. For healthy organizations, the role slowly
evolves through the maturity levels. The level of maturity of the organization roughly correlates with the
role of the software quality group.
The relationship of the software quality assurance group role to SEI's Capability Maturity Model
(CMM) is shown in Figure 3. For each level of maturity, the roles for the software quality group is
shown. The majority of organizations are at level 1 or 2, with a few delving into metrics and process
and risk management.
SEI Maturity Level
Role of Software Quality Assurance
1- Initial
2- Repeatable

Testing
Quality hurdle

3- Defined

Oversight, Metrics

4- Managed

Process and Risk management

5- Optimizing

Reference, Oversight
Figure 3: Organization Maturity and SQA Roles

The relationship between the organization maturity and the role of the software quality group is
worth understanding. Although they seem closely correlated, I believe there is a chicken-and-egg
problem in trying to determine which causes which. The more mature the group, the more the
responsibility for quality is distributed throughout the organization.
The role of the quality group evolves from testing to process definition and control as the
organization evolves. Trying to control and optimize the development process in an organization at the
Initial Level does not make sense. The process at the Initial level is poorly defined and inconsistent.
Control and optimization in this situation is not definable; there is no way to know a process is
controlled if one does not know what the process is. On the other hand, paying no attention to process
does not make sense either. A balance must be struck between definition and control of process now
and improvement of the process for the future.
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Subject Code
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Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for The Role of SQA – Models of Quality System
Time:
50 Minutes
Lesson. No
8/11
1. Topics to be Covered: The Role of SQA – Models of Quality System
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the models of quality system.
4. Outcome (s):
At the end of the lesson the students will be able to:
Discuss about the models for the quality system.
Describe the roles of SQA in software development.
5. Link Sheet: Role of SQA
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha Science
International, Ltd
9. Application
Software Development Maturity
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5.8 Role of SQA - Models for the Quality System
Other models and standards for quality organizations and organizational evolution are also
applicable. ISO 9000 is a framework for a quality system, rather than a process methodology or
prescription for the software quality organization's charter or function. The relationship of the quality
system to the business system and development methodology is graphically described in Figure 4. The
quality organization charter in this model can be as controller of the process or the product.
The quality framework described by ISO 9000 is one which sits on top of, and becomes part of the
normal business systems. It is directed at the production process rather than the product directly. In
the case of software development, the business system is the development methodology and support
mechanisms. The quality system is the set of monitors and controls applied to the business system to
ensure that it is working, rather than testing of the product itself to see if it works.
Neither SEI's Capability Maturity Model nor ISO 9000 describe in detail what the right process is,
who should do what, or how things should be done. ISO does not begin to prescribe these things, but
rather provides rules for knowing if a given quality system might qualify under its guidelines. Neither
system addresses product quality directly.
The models don't prescribe specific techniques or methods because each organization's situation is
so different that there is no single solution.
In order for generalized models for development
organizations or quality systems to be useful, they must be applicable in many situations. If these models
prescribed specific methods and techniques, they would not be applicable to the majority of
organizations since they have such different needs and characteristics. Organizational requirements are
unique, and are based upon such things as the product characteristics, technical development
environment, customer expectations, and organizational politics.
The models are also process oriented, not product oriented. They focus on the processes
organizations should have, not the products. They do not directly address testing of products or
product quality. They describe how the process must be defined, controlled, and improved. Only by
controlling the process can the product quality be predicted and controlled
Continuous Improvement
There are a number of factors that must be in place before a continuous improvement program can
succeed. A system must be defined and in place to be improved. Improvement is a relative concept
that assumes some knowledge of the quality before and after some event, therefore measurement is
required. Continuous improvement requires continuous measurement and comparison to ensure that the
processes are under control and the changes implemented do indeed improve things. As described in
the CMM, software development organizations usually evolve from less structured to more formally
functioning. These changes take months or years, and generally must be planned and nurtured to be
successful.
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Quality System
(ISO 9000)

Business System
Inputs
(Needs)

(Development Method)

Products

Figure 4: Quality System and Business System Relationship
.
At the lowest level of structure, there is not enough defined process to measure and
compare. When an organization has matured beyond trial-and-error approaches to software
development, it is possible to begin to formally monitor and improve the processes. The quality
group can be instrumental for both monitoring and defining the processes. The monitoring takes
place both on the process directly and on the products to confirm indirectly that the processes are
under control. In mature organizations, measurement of product quality is necessary and routine to
ensure that the processes are under control and to monitor the outcomes of changes implemented for
improvement.
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Subject Code
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Subject
Software Quality Assurance
Prepared By
K.Palraj
Lesson Plan for SEI CMM Level 5 – High Maturity Organizations
Time:
50 Minutes
Lesson. No
9/11
1. Topics to be Covered: SEI CMM Level 5 – High Maturity Organizations
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the high maturity organizations.
4. Outcome (s):
At the end of the lesson the students will be able to :
Discuss the process aspects of high maturity organizations.
List the areas focused by organizations to develop quality software.
5. Link Sheet: CMM
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Standards Development
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5.9 SEI CMM Level 5 – High Maturity Organizations
High Maturity Organizations
• Concentrate much on Process improvement
• Go for CMM Level 5 standard
• Maturity of CMM Level 5 Organizations defines process has 3 aspects
– Document specifying the process
– Knowledge with people
– Results of the process activities
Process Aspects

Process focus
Parameter

Without Process focus

With Process focus

Process discipline

Processes are improvised by staff and
their management on the fly

Processes are defined and followed by
staff as well as by management

Organization

Functions are roles don’t align with
process requirements

Functions and roles are defined in
support of process

Management

Staff performance is measured in terms
of no. of working hours

Measured in terms of process
performance

Skills and Training

Training is ad-hoc & oriented towards
personal inclinations

Training is a planned activity

R.Jeyanthi,AP/CSE

Page 37

Get useful study materials from www.rejinpaul.com

www.rejinpaul.com
Tools &
Technology

Acquired as adhoc point solutions

Acquisition involves all stakeholders

Process Orientation
• Characterized by an existence of process feedback mechanisms
• Feedback data collected & stored in organization’s memory
• Key terms
– Process visibility
– Process discipline
– Process institutionalization
– Management commitment to processes
– Process enforcement
– Process ownership
– Process feedback
– Performance assessment
– Process training
Common practices in High Maturity Organizations
• Role of TQM in mature organizations
• Role of ISO 9001 Certification
• Addressing other issues
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Time:
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Lesson. No
10/11
1. Topics to be Covered: SEI’s CMM Level 5 - CMMI
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the CMMI
4. Outcome (s):
At the end of the lesson the students will be able to :
Discuss the maturity levels of CMMI.
Describe the models for CMMI.
5. Link Sheet: CMM
6. Evocation: (5 Minutes)
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7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Maturity Framework.
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5.10 SEI CMM Level 5 – CMMI
CMMI
• CMMI (Capability Maturity Model Integration) is a proven industry framework to improve
product quality and development efficiency for both hardware and software
– Sponsored by US Department of Defence in cooperation with Carnegie Mellon
University and the Software Engineering Institute (SEI)
– Many companies have been involved in CMMI definition such as Motorola and Ericsson
– CMMI has been established as a model to improve business results
• CMMI, staged, uses 5 levels to describe the maturity of the organization, same as predecessor
CMM
– Vastly improved version of the CMM
– Emphasis on business needs, integration and institutionalization
How can CMMI help?
• CMMI provides a way to focus and manage hardware and software development from product
inception through deployment and maintenance.
– ISO/TL9000 are still required. CMMI interfaces well with them. CMMI and TL are
complementary - both are needed since they address different aspects.
• ISO/TL9000 is a process compliance standard
• CMMI is a process improvement model
• Behavioral changes are needed at both management and staff levels. Examples:
– Increased personal accountability
– Tighter links between Product Management, Development, SCN, etc.
Initially a lot of investment required – but, if properly managed, we will be more efficient and productive
while turning out products with consistently higher quality
CMMI Models within the Framework
• Models:
– Systems Engineering + Software Engineering (SE/SW)
– Systems Engineering + Software Engineering + Integrated Product and Process
Development (IPPD)
– Systems Engineering + Software Engineering + Integrated Product and Process
Development + Supplier Sourcing (SS)
– Software Engineering only
• Representation options:
– Staged
– Continuous
• The CMMI definition of ―Systems Engineering‖ ―The interdisciplinary approach governing the total technical and managerial effort required to
transform a set of customer needs, expectations and constraints into a product solution and to support that
solution throughout the product’s life.‖ This includes both hardware and software.
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CMMI Staged Representation - 5 Maturity Levels
Maturity Level 1 – Initial
• Maturity Level 1 deals with performed processes.
• Processes are unpredictable, poorly controlled, reactive.
• The process performance may not be stable and may not meet specific objectives such as quality,
cost, and schedule, but useful work can be done.
Maturity Level 2 - Managed at the Project Level
• Maturity Level 2 deals with managed processes.
• A managed process is a performed process that is also:
– Planned and executed in accordance with policy
– Employs skilled people
– Adequate resources are available
– Controlled outputs are produced
– Stakeholders are involved
– The process is reviewed and evaluated for adherence to requirements
• Processes are planned, documented, performed, monitored, and controlled at the project level.
Often reactive.
• The managed process comes closer to achieving the specific objectives such as quality, cost, and
schedule.

Maturity Level 3 - Defined at the Organization Level
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•
•

•

Maturity Level 3 deals with defined processes.
A defined process is a managed process that:
– Well defined, understood, deployed and executed across the entire organization.
Proactive.
– Processes, standards, procedures, tools, etc. are defined at the organizational
(Organization X ) level. Project or local tailoring is allowed, however it must be based on
the organization’s set of standard processes and defined per the organization’s tailoring
guidelines.
Major portions of the organization cannot ―opt out.‖
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Lesson. No
11/11
1. Topics to be Covered: Comparison of ISO 9000 with SEI’s CMM
2. Skills Addressed : Listening
3. Objectives of this Lesson Plan:
To enable students to understand the comparison of ISO 9000 with SEI’s CMM.
4. Outcome (s):
At the end of the lesson the students will be able to :
Differentiate ISO 9000 with SEI’s CMM.
Discuss the similarities between ISO 9000 & CMM.
5. Link Sheet: ISO 9000 & CMM
6. Evocation: (5 Minutes)

7. Lecture Notes: Enclosed here
8. Textbook :
Mordechai Ben-Menachem / Garry S Marliss, ―Software Quality‖, Vikas Publishing
House, Pvt, Ltd., New Delhi.
Nina S Godbole, ―Software Quality Assurance: Principles and Practice‖, Alpha
Science International, Ltd
9. Application
Standards development.
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5.11 Comparison of ISO 9000 with SEI’s CMM
ISO and CMM Comparison:
There are 20 clauses in ISO 9001, which are summarized and compared to the practices in the
CMM. There is judgment involved in making this comparison, and there may be differences in
interpretation for both ISO 9001and the CMM. A common challenge for CMM-based
appraisals and ISO 9001 certification is reliability and consistency of assessments.
A. Management Responsibility
ISO 9001 requires that the quality policy be defined, documented, understood, implemented,
and maintained Responsibilities and authorities for all personnel specifying, achieving, and
monitoring quality be defined; and that in-house verification resources be defined, trained, and
funded. A designated manager ensures that the quality program is implemented and
maintained. In the CMM, management responsibility for quality policy and verification
activities is primarily addressed in Software Quality Assurance, although software project
planning and software project tracking and oversight also include activities that identify
responsibility for performing all project roles. More generically, leadership issues are addressed
in the commitment to perform common feature, and organizational structure and resource
issues are addressed in the ability to perform common feature.
B. Quality Systems
ISO 9001 requires that a documented quality system, including procedures and instructions, be
established. ISO 9000-3 characterizes this quality system as an integrated process throughout
the entire life cycle. Quality system activities are primarily addressed in the CMM in
Software Quality Assurance. The procedures that would be used are distributed throughout
the key process areas in the various activities performed practices.ISO 9001 discusses the
supplier’s quality system, but it does not discuss the relationship between organizational
support and project implementation as the CMM does. ISO 9000-3, on the other hand, has two
sections on quality planning: clause 4.2.3 discusses quality planning across projects; clause 5.5
discusses quality planning within a particular development effort.
C. Contract Review:
ISO 9001 requires that contracts be reviewed to determine whether the requirements are
adequately defined, agree with the bid, and can be implemented. Review of the customer
requirements, as allocated to software, is described in them in Requirements Management.
The software organization ensures that the system requirements allocated to software are
documented and reviewed and that missing or ambiguous requirements are clarified. The
CMM also explicitly addresses the acquisition of software through subcontracting by the
Software organization, as described in Software Subcontract Management. Contracts may be
with an external customer or with a subcontractor, although that distinction is not explicitly
made in this clause of ISO 9001.
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D. Design Control
ISO 9001 requires that procedures to control and verify the design be established. This includes
planning design activities, identifying inputs and outputs, verifying the design, and controlling
design changes. In the CMM, the life cycle activities of requirements analysis, design,
code, and test are described in software product engineering. Planning these activities is
described in software project planning. Software Project Tracking and oversight describes
control of these life cycle activities, and Software Configuration Management describes
configuration management of software work products generated by these activities.
E. Document Control
ISO 9001 requires that the distribution and modification of documents are to be controlled.
In the CMM, the configuration management practices characterizing document control are
described in software configuration management. The configuration management in the CMM
is distributed throughout the key process areas in the various activities performed practices.
F. Purchasing
ISO 9001 requires that purchased products conform to their specified requirements. This
includes the assessment of potential subcontractors and verification of purchased products. In
the CMM, this is addressed in Software Subcontract Management. Evaluation of
subcontractors is described in Activity 2, while acceptance testing of subcontracted software is
addressed in Activity 12.
G. Purchaser-Supplied Product:
ISO 9001 requires that any purchaser-supplied material be verified and maintained. ISO 9000-3
discusses this clause in the context of included software product (6.8), including commercialoff-the-shelf software. Activity 6.3 in Integrated Software Management is the only practice
in the CMM describing the use of purchased software. It does in the context of identifying
off the shelf or reusable software as part of planning. Integration of off-the-shelf and reusable
software is one of the areas where the CMM is weak.
H. Product Identification and Traceability
ISO 9001 requires that the product be identified and traceable during all stages of production,
delivery, and installation. The CMM covers this clause primarily in Software Configuration
Management, but Activity 10 of Software Product Engineering states the specific need for
consistency and traceability between software work products.
I. Process Control:
ISO 9001 requires that production processes be defined and planned. This includes carrying
out production under controlled conditions, according to documented instructions. Special
processes that cannot be fully verified after the fact are continuously monitored and
controlled. ISO 9000-3 clauses include design and implementation (5.6); rules, practices,
and conventions (6.5); and tools and techniques (6.6).The procedures defining the software
production process in the CMM are distributed throughout the key process areas in the various
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activities performed practices. The specific procedures and standards that would be used are
specified in the software development plan, as described in Software Project Planning. It is also
worth noting that clause 6.6 in ISO 9000-3 states that ―the supplier should improve these tools
and techniques as required,‖ which corresponds to transitioning new technology into the
organization as discussed in Technology Change Management of CMM.
J. Inspection and Testing
ISO 9001 requires that incoming materials be inspected or verified before use and that in
process inspection and testing be performed. Final inspection and testing are performed prior to
release of finished product. Records of inspection and test are kept. The CMM describes testing
in activities 5, 6, and 7 in software product engineering. In-process inspections in the software
sense are addressed in peer reviews.
K. Inspection Measuring and Test Equipment
ISO 9001 requires that equipment used to demonstrate conformance be controlled, calibrated,
and maintained. When test hardware or software is used, it is checked before use and
rechecked at prescribed intervals. ISO 9000-3 clarifies this clause with clauses on testing and
validation (5.7); rules, practices, and conventions (6.5); and tools and techniques (6.6).This
clause is generically addressed in the CMM under the testing practices in Software Product
Engineering. Test software is specifically addressed in Ability 1.2, which describes the tools
that support testing.
L. Inspection and Test status
ISO 9001 requires that the status of inspections and tests be maintained for items as they
progress through various processing steps. This clause is addressed in the CMM by the
testing practices in Software Product Engineering and by Activities 5 and 8 on problem
reporting and configuration status respectively, in Software Configuration Management
M. Control of Non Conforming Product:
ISO 9001 requires that nonconforming product be controlled to prevent inadvertent use or
installation. ISO 9000-3 maps this concept to clauses on design and implementation
(5.6); testing and validation (5.7); replication, delivery, and installation (5.9); and
configuration management (6.1). In CMM, design, implementation, testing, and validation are
addressed in Software Product Engineering. In Software Configuration Management, Activity
8 addresses the status of configuration items, which would include the status of items that
contain known defects not yet fixed. Installation issue is not addressed in them.
N. Corrective Action:
ISO 9001 requires that the causes of nonconforming product be identified. Potential causes
of nonconforming product are eliminated; procedures are changed resulting from corrective
action. ISO 9000-3 quotes this clause verbatim, with no elaboration. The corrective action
discussed in this clause is driven by customer complaints. In CMM, mapping of this clause
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would be problem reporting, followed with controlled maintenance of baseline work products.
Problem reporting is described in Software Configuration Management in the CMM. The
corrective action is to address non compliances identified in an audit, whether external or
internal. This would be addressed in Software Quality Assurance in the CMM. In the current
revision cycle for ISO 9001, the draft international standard includes separate requirements for
corrective and preventive action. Corrective action is directed toward eliminating the causes of
actual nonconformities, and preventive action is directed toward eliminating the causes of
potential nonconformities.
O. Handling Package Storage and Delivery:
ISO 9001 requires that procedures for handling, storage, packaging, and delivery be established
and maintained. ISO 9000-3 maps this to clauses on acceptance (5.8) and replication, delivery,
and installation (5.9) Replication, delivery, and installation are not covered in the CMM.
Acceptance testing is addressed in Activity 7 of Software Product Engineering, and Activity 7
of Software Configuration Management describes the creation and release of software
products. Delivering and installing the product, however, is not described in the CMM.
P. Quality Records
ISO 9001 requires that quality records be collected, maintained, and disposition. The practices
defining the quality records to be maintained in the CMM are distributed throughout the key
process areas in the various Activities Performed practices. Specifically pertinent to this
clause is the testing and peer review practices in Software Product Engineering, especially the
collection and analysis of defect data in Activity 9. Problem reporting is addressed by Activity
5 in Software Configuration Management, and the collection of peer review data is described in
Activity 3 of peer reviews.
Q. Internal Quality Audits:
ISO 9001 requires that audits be planned and performed. The results of audits are
communicated to management, and any deficiencies found are corrected. The auditing
process is described in Software Quality Assurance. Specific audits in the CMM are
addressed in the auditing practices of the verifying implementation Common features
R. Training:
ISO 9001 requires that training needs be identified and that training be provided, since
selected tasks may require qualified personnel. Records of training are maintained. Specific
training needs in the CMM are identified in the training and orientation practices in the ability
to perform common feature. Activity 6 describes the general training infrastructure in
described in training program which also includes guidelines to maintain training records.
S. Servicing
ISO 9001 requires that servicing activities be performed as specified. ISO 9000 addresses this
clause as maintenance (5.10).Although the CMM is intended to be applied in both the software
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development and maintenance environments, the practices in the CMM do not directly
address the unique aspects that characterize the maintenance environment. Maintenance is
embedded throughout the practices of the CMM, and they must be appropriately interpreted
in the development or maintenance contexts. Maintenance is not, therefore, a separate
process in the CMM.
T. Statistical Technique:
ISO 9001 states that, where appropriate, adequate statistical techniques are identified and used
to verify the acceptability of process capability and product characteristics. ISO 9000-3
simply characterizes this clause as measurement (6.4).The practices describing measurement
in the CMM are distributed throughout the key process areas. Product measurement is
typically incorporated into the various activities performed practices, and process measurement
is described in the measurement and analysis common feature. Activity 5 of organization
process definition describes the establishment of an organization process database for
collecting process and product data
Differences in ISO 9001 and the CMM
The CMM is a way to communicate capabilities. The ISO is a way to communicate the
process. CMM is a very specific way of classifying an organization's software development
methods but, ISO procedures describe a definite development and process but give no
indication of the likely quality of the designs or whether multiple software efforts are likely to
produce software of similar quality.
Some issues in ISO 9001 are not covered in CMM, and vice versa, The levels
of detail differ
The clause such as customer-supplied products and handling, packaging, preservation
and delivery as stated in the ISO 9001 has no strong relationship to CMM KPAs
The biggest difference is the emphasis in CMM on continuous process
improvement. ISO only addresses minimum criteria for an acceptable quality system.
The clause in ISO 9001 that addresses in CMM in a completely distributed fashion is
servicing. There is significant debate about the exact relationships to CMM for
corrective and preventive action and statistical techniques
CMM focuses strictly on software, while ISO 9001 includes hardware, software,
processed materials and services.
For both CMM and ISO 9001, the bottom line is ―Say what you do; do
what you say.‖
Every Level 2 KPA is strongly related to ISO 9001. Every KPA is at least weakly
related to ISO 9001. A CMM Level-1 organization can be ISO 9001 certified; that
organization would have significant Level-2 process strengths and noticeable Level-3
strengths.
Given a reasonable implementation of the software process, an ISO 9001 certified
organization should be at least close to CMM Level-2.
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Even a Level-3 organization would need to ensure that delivery and installation are
addressed, but even a Level-2 organization would have comparatively little difficulty in
obtaining ISO 9001 certification.

Comparison between ISO VS CMM
ISO
CMM
ISO certification is usually prompted
CMM review is usually done to improve and
because certification is needed to get
involves a more detailed study than does an ISO
contracts
review
Continuous improvement is almost totally absent.
Software products are inherently complex and
It merely addresses the control of a
challenging to scope, develop, implement,
nonconforming product and recommends
verify, validate, and maintain. This requires a
corrective and preventive action
total quality approach focused on customer
satisfaction and continuous improvement
With ISO 9001, once you are certified, your
The challenge here is to maintain and
challenge is only to maintain certification
continuously improve
For an organization that develops and
CMM is a more comprehensive model to
manufactures embedded software products, an
measure software development capability. It
ISO 9001 certification tells very little about its
covers more processes and has a five-level
software development capability. Certification
rating system that emphasizes continuous
means only that some basic practices are in place
improvement
ISO 9001 certification requires auditors, which
CMM can be used as a self-assessment tool
places emphasis on opinions of outsiders whose
capabilities may be unknown or marginal
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The Israel ESPINODE
Software Process Improvement Series

Part I
THE SOFTWARE QUALITY PROGRAM1
The software quality program is an overall approach to influence and determine the level of quality
achieved in a software product. It consists of the activities necessary to:
•

Establish requirements for the quality of a software product.

•

Establish, implement, and enforce methodologies, processes and procedures to develop,
operate, and maintain the software.

•

Establish and implement methodologies, processes, and procedures to evaluate the
quality of a software product and to evaluate associated documentation, processes, and
activities that impact the quality of the product.

The following figure illustrates the elements of a Software Quality Program.

1

Adapted from the book by Kenett and Baker: SOFTWARE PROCESS QUALITY:
Management and control, M. Dekker Inc., 1999
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Figure 1: Elements of a Software Quality Program
The foundation of a software quality program is not how well one can measure product
quality nor the degree to which one can assess product quality. While these are essential activities,
they alone will not attain the specified quality. Quality can only be built in during the development
process. Software quality cannot be tested, audited, evaluated, measured, or inspected into the
product. This is a concept that is not well understood by many software development
organizations, whether these be organizations that develop software for sale, develop software only
for in-house use, or develop software under a contractual arrangement. Furthermore, it is not
sufficient to pay attention to only the development aspects of the software enterprise. Once the
quality has been built in, the operating and maintenance processes must not degrade it. It is that
understanding that lays the basis for the software quality program.
Figure 2 illustrates the elements of the software quality program and how it affects software
quality. The interaction of the software quality program with the other parts of the project
elements, as depicted in the figure, is necessarily complex. That involvement is at all levels of the
project organization and takes place throughout the project's life. In some cases, the software
quality program directs the other activities; in other circumstances, it can only influence those
activities. In any case, all the project activities, in some way, affect software product quality.
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The software quality program includes both technical and management activities. For
instance, if we look at the element of the software quality program concerned with methodologies
for software development, enforcing these methodologies (in order to build quality into the
software) is a management activity, while the specification of the methodologies is a technical
activity.
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Figure 2: What Creates Quality Software?

In part II of this series we will discuss the Software Quality Evaluation Program.
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